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“ Central Manager Next Instance (Active) Next Instance (Standby) “

Hostname cm.f5lab.local big01.f5lab.local big02.f5lab.local bigha.f5lab.local

Management IP 10.1.1.5/24 10.1.1.7/24 10.1.1.8/24 10.1.1.9/24 (Floating)

Control Plane IP N/A 10.1.1.77/24 10.1.1.88/24 N/A
External Self/Floating IP N/A 10.1.10.7/24 10.1.10.8/24 10.1.10.9/24
Internal Self/Floating IP N/A 10.1.20.7/24 10.1.20.8/24 10.1.20.9/24

Data Plane Primary IP N/A 10.1.30.7/24 10.1.30.8/24 N/A

1.1.3 BIG-IP Next Central Manager O 0000000

BIG-IP Next Central Managerd J 0 O CMO 00 0000000000000 00O0O0O0O0O0OOO

gd: gogbooboooboo bbb oobbooboobobooobuooboooboo

BIG-IPNextCM OO OOODOOOODOO

O0: OO0O0OUDFOOOOOD LabOOOOO0OO0OO0O0ODOOOOOOOODOODOOO

BIG-IPNextCMOOODOOOODOOV20.1 000

- 0J0000000: VMware vSphere version 7.x or KVM QEMU 6.2 on Ubuntu 22.04

CPU: 8 vCPUs O O

oood:16GB OO
«J00O0O0O0O:350GBCOO
«J0000DODOODOUDODOOO:1
00000000 0ooooooooo
ESXi
— https://clouddocs.f5.com/bigip-next/latest/install/cm_install_vmware.html

KVM

8 0100000
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— https://clouddocs.f5.com/bigip-next/latest/install/cm_install_setup_mbip_kvm.html

CMOoOOoOOoOoOo

MyFsOOOoOooooo
https://my.f5.com/

RESOURCES >> Downloads

Downloads

Select a product family

Group
-—ee o e e e e Em Em Em == =

B \:4— “BIG-IP_Next"%i&iR

Tell us more about the product you want

Product Line
— —

Product Version
— o —

— o e o e o o o o = = _—eem o Em Em Em Em Em Em Em Em E—my

Central Manager (CM) v ‘

201 v I

e et o o gementSolson “Central Manager(CM)"%&#4RL. Versiomi#EiR9 D

Select a product container
Name 7| Type Tl Date T}, Description T
® 2011 Release Feb 20,2024 BIG-IP Next Central Manager v2011
2010 Release Feb 02,2024 BIG-IP Next Central Manager v201.0
Select a download file
File Name T}, Description size
BIG-IP-Next-CentralManager-2011-0.01-Update tgz Upgrade file for BIG-IP Next Central Manager v2011 268
BIG-IP-Next-CentralManager-2011-0.01-Update tgzmd5 MDS file for Upgrade file for BIG-IP Next Central Manager v2011 84 Bytes
BIG-IP-Next-CentralManager-20:11-0.01.0va BIG-IP Next Central Manager v201.1 OVA File 468
BIG-IP-Next-CentralManager-20.11-0.01.ova.md5 MDS file for BIG-P Next Central Manager v2011 OVA File 77 Bytes
BIG-IP-Next-CentralManager-20:11-0.01.0va.sha25 6sum txt.asc SHA File for BIG-IP Next Central Manager v2011 OVA 120 Bytes
BIG-IP-Next-C 2011-0.01.0va. txtascmds SHA File for BIGP Next Central Manager v2011 OVA 96 Bytes
BIG-IP-Next-CentralManager-2011-0.01.qcow BIG-IP Next Central Manager v2011 GCOW 468
BIG-IP-Next-CentralManager-20:11-0.01.qcow.mds BIG-IP Next Central Manager v2011 GCOW 79 Bytes
BIG-IP-Next- 2011001 SHA File for BIG-P Next Central Manager v2011 QCOW 121Bytes
BIG-IP-Next-CentralManager-20.11-0.01.gcow:sha256sum.txt.asc.mdS SHA File for BIG-P Next Central Manager v2011 QCOW 97 Bytes
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BIG-IPNextCMO OO DOOOOOOO

gd: goboobooobooboobbooboobbooboobboooboo

UDFOOOO CMConsoleD 0000000

UDFOOODOOQCO"DEPLOYMENT"O O O O O O O BIG-IP Next Central Manager 0 0 0 0O O O O "ACCESS" >
"CONSOLE"'ODOOO0OOoQg

Documentation  Deployment

p Your Deployment
F5 Products

> BIG-IP Next instance 1

BIG-IP-Next-20.2.0-2.375.1+0.0.27.qcow2

ACCESS DETAILS

> BIG-IP Central Manager

BIG-IP-Next-CentralManager-20.2.0-0.5.23.qcow
ACCESS DETAILS

CONSOLE
> BIG-IP Next instan

BIG-IP-Next-20.2.0-2,375.1+
SSH

Webshell  |ETAILS

BIG-IP Next CMCLI OO O DOODO

dddodoooooooooobobobobobobobooboooood
pmO0000O0/000O0Od:
— admin/admin
“New Password"0 00 :
— Welcomel23!
0000000000 0Doo00mooooooogoo OKO

0000o0000oo00DOOo000ooo00oooOoooDoOoo CLiogooooooo

10 0100000
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IPv4 address: 10.1.1.5
IPub addres feB0: :5054:ff: feBd:40ab

central-manager login

¢ admin

required to change your password immediately (administrator enforced).

Changing password for

it is tc
New password:
Retype new password:

The programs included

admin.

0 short

with the Ubuntu system are free softuware:

the exact distribution terms for each program are de: ibed in the
individual files in susr/share/doc/=/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by

applicable law.

—>Platform Details
Hostname:
Release: ...
Platform Versio
App Version:..

.central-manager

20.2.0
0.2.10
0.87.0

.2024.02.25

K8s Platform:.

admin@central-nanager

BIG-IPNextCM OO OOOGQOOQOQO

Small

.v1.27.7+k3s1

&

gooo

gd: goboobooobooboobobooboobbooboobbooboo

goboooobgoooo

e "setup"' 0000000000000 0MgmtIPONTPOOOOODOOOOODOOO

kostname:
— cm.fSlab.local
P Address:
- ggoogd
Primary NTP server address:

— ntp.nict.jp

11. DO0O0OO
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admin@central-manager:™$ setup
Welcome to the BIG-IP Next Central Manager

This script will help you initially configure the basic network settings for this instance.

Please answer the questions below. Example values are shoun within parentheses. If there is
a default value, it will be shoun within square brackets and will automatically be used if
no value is entered.

Hostname (e.g. example.com): cm.fS5lab.local

IP address(es) ['10.1.1.5’1 found on the management interface.

Do you want to configure a static IP address (Nsy) [NI]:

Primary NTP server address (i.e O.ubuntu.pool.ntp.org) (optional): ntp.nict. jp
filternate NTP server address (e.g. 1.ubuntu.pool.ntp.org) (optional):

IPu4 network CIDR to use for service IPs [100.75.0.0,161:

IPu4 netuwork CIDR to use for pod IPs [100.76.0.0,141:

Do you want to set up an external storage mount (Y/n) [Y1: n

Hostname: cm.f5Slab.local

Management Network Already Configured: True

NTP Servers: ntp.nict. jp

IPu4 netuwork CIDR to use for service IPs: 100.75.0.0/16
IPu4 network CIDR to use for pod IPs: 100.76.0.0,/14

Would you like to complete configuration with these parameters (ysN) [N1: y

[INFO1 Stopping k3s service.

®o you want to set up an external storage mount:
- n

e 00000 Default 00O O Enter

e Summary 0 0000 y(yes) O Enter

00000000 450000000000000000000"Y"000O0O EnterD

Would you like to start the BIG-IP Next Central Manager application installation (Y/n) [Y]: _

ocoo78000000000000000000O0O

[INFO]1 Setup completed successfully.
~a

admin@central-manager:

BIG-IPNextCMO GUIOOOOUOOOOOO

gd: gobooboooobooboobbooboobbooboobboooboo
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UDFOOODO CMGUIODODOOOOO

UDFOO0O0O0QOO"DEPLOYMENT"O O O O O O O BIG-IP Next Central Manager 0 0 0 0 0 O O "ACCESS" >
'‘GuIr'ooooooo

> BIG-IP Central Manager

BIG-IP-Next-CentralManager-20.2.0-0.5.23.qcow

ACCESS  DETAILS

CONSOLE

> BIG-IP Next instan
BIG-IP-Next-20.2.0-2.375.1+(
SSH

Webshell  |FTAILS

UDFOOODOCMGUIOODDOOOOO

ooooooooooobooooooooooooobooooo

'~ BIG-IP Next
Central Manager
Sign In

User Name * Re

admin

Password

Sign In
Forgot Password?

mO000000/000o0:

— admin/admin

000 NewPassword OO0 00000000 OO0OOOO
“Current Password"0 0 O :
— admin

“New Password"0 OO :

11. DO0O0OO 13
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— Welcomel23!

Create a new password

For security purposes, please change your password.

Current Password * Requirec

Confirm New Password *

Cancel Save

oooooooooooobooomooooooooo oko

gooooboooobuoobooobooboobbooboobbooboobboboboobboobo

I o Password changed successfully. Please login again.

1 BIG-IP Next
Central Manager

Sign In

User Name " Required
l admin ]
Password * Required

Forgot Password?

14

0100000
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CMO Home OOOODOOOOOOOOODOOOODDOODODOO

N BIG-IP Next
Central Manager

Welcome to BIG-IP Next Central Manager!

Use the Workspaces Menu ::: to navigate to your authorized workspaces.

Or use the Task Launcher cards below to begin your BIG-IP Next Central Manager tasks.

Manage Users

Add new users and assign roles or configure an Auth Provider.

Manage BIG-IP Next Instances

Add new BIG-IP Next instances or locate and discover existing instances.

Manage Instances

1.14 BIG-IPNext 00O OO0 OO0

BIG-IPNextOOOOOOODOOOOOOOOOOOOOCOODODOO

BIG-IPNext 0 DO OO0 OOOOOOO

O0O: 00004100 0UDFOOOOO LabOO0OOOODOOOOODOO0ODOOOOODOOOOOOOOODO
00000000000 4200000000000

BIG-IPNext VEO O OODO OO0O0O0OD0O0OOV201 000

« J0000O0OOO: VMware vSphere version 7.x or KVM QEMU 6.2 on Ubuntu 22.04
* CPU/Memory:

- 2 vCPUs/8GB RAM

- 4 vCPUs/8GB RAM

- 6 vCPUs/12GB RAM

- 8 vCPUs/16GB RAM

- 16 vCPUs/32GB RAM

- 24 vCPUs/48GB RAM

11. DO0O0OO 15
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e JOO0ODOO:8GBOO
goboooboboobooboboooobg
¥YMware vSphere

— https://clouddocs.t5.com/bigip-next/latest/install/next_install_vmware_setup_script.html

KVM

— https://clouddocs.f5.com/bigip-next/latest/install/next_install_kvm_setup.html

0 O : Hardware Platform O rSeries/Velos OO OO OOO0OO0OO0OO0OO0OO0OO0O0OOOO0O

goooooo

MyFS 0000000 O https://my.f5.com/

RESOURCES >> Downloads

BIG-IPNext OO OD0OO0OOODOOO

UDFOOOO NextOOOOODO Console 00 O0OOODO

UDFOOOO0O0OO"DEPLOYMENT"O O 0O O O O O BIG-IP Next Instancel O "ACCESS" > "CONSOLE" 0 0 O
oooo

BIG-IPNextDOOOODO CLIDOOODOO

Og0o00o0ooO0ooO0oO0oooo0oooooooooooooooo
EO000000/0ooog:
— admin/admin

goooooooooooooooooooooo caooooooooo
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Account

F5 Networks Inc

Downloads

Select a product family

L
= ; :4— “BIG-IP_Next"%i&iR

Tell us more about the product you want

Product Line Product Version

— e e s s s s s e s e e e o o . — e o o =y

I Virtual Edition (VE) v

201 v ‘ I

oo on oo oo s e ms am o mm mm Em Em Em Em Em Em EE Em Em EE Em EE Em EE EEm Em Em Em =

S et s o Vs enronmens s s naro. - ViFtUAl Edition(VE)"23&R L. Versioni&#R9 S

Select a product container
Name T Type 11 Date 1 Description T,
® 2010 Release Feb 02, 2024 BIG-IP Next Instance for VE v201.0

Select a download file

File Name T| Deseription size

®  BIGP-Next-201.0-2.279.0+0.0.75.0va BIG-IP Next Virtual Edition v201.0 OVA File 268

BIG-IP-Next-201.0-2.279.0+0.0.75.ova-sha256sum.txt.asc SHA File for BIG-IP Next Virtual Edition v201.0 OVA 104 Bytes
BIG-IP-Next-201.0-2.279.0+0.0.75.ova-sha256sum txt.asc.md5 SHA File for BIG-IP Next Virtual Edition v201.0 OVA 90 Bytes
BIG-IP-Next-201.0-2.279.0+0.0.75.0va.md5. MDS file for BIG-IP Next Virtual Edition v201.0 OVA File 71Bytes
BIG-IP-Next-201.0-2.279.0+0.0.75.qcow2-sha256sum txt.asc SHA File for BIG-IP Next Virtual Edition v201.0 QCOW 336 Bytes
BIG-IP-Next-201.0-2.279.0+0.0.75.qcow2-sha256sum txt.asc.md5 SHA File for BIG-IP Next Virtual Edition v201.0 QCOW 92 Bytes
BIG-P-Next-201.0-2.279.0+0.0.75.qcow2 targz BIG-IP Next Virtual Edition v20.1.0 QCOW 2GB
BIG-IP-Next-201.0-2.279.0+0.0.75.qcow2 targz.md5 MDS file for BIG-IP Next Virtual Edition v201.0 QCOW 80 Bytes
BIG-IP-Next-201.0-2.279.0+0.0.75.tgz BIG-IP Next Virtual Edition v20.1.0 Upgrade File 2GB

BIG-IP Next O

Instance1 O O

BIG-IP Next Instancel 000 000 "setup" 0000000000000 OMgmtIPOVLANOSelfIPOOOOO

ooooao

Hostname:

QICIDAAW.INT N2 ITANLANTE #rs B cin

F5 Products

Cimmatira far DICID Navt Virtial Erlitinn 010 inararia Cila

> BIG-IP Next instance 1

BIG-IP-Next-20.2.0-2.375.1+0.0.27.qcow2

ACCESS  DETAILS

CONSOLE

p BIG-IP Central Mai o

BIG-IP-Next-CentralManager

goooocooo

gopbooooboogn

SSH

IETAILS

Web Shell

219 Duras
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Ubuntu 22.04.4 LTS big-ip-next ttyl

IPu4 addres 10.1.1.7
IPu6 addr feB0::5054:ff: feS2:d5dc

big—ip—next login: admin
Password:

——— Welcome to the F5 BIG-IP Nextm Console —-

Platform Details

Hostname ¢ big-ip-next
Release 1 20.2.0

App Version : 2.361.4

K3s Platform : v1.28.5+k3s1

The programs included with the Ubuntu system are free software:
the exact distribution terms for each program are described in the
individual files in ~susr/sharesdoc/»/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by

applicable law.

To run a command as administrator (user “root"), use "sudo <command>".

See "man sudo_root" for details.

admin@big-ip-next:"§ _

admin@big-ip-next:™§ setup
Welcome to the BIG-IP Next

This script will help you initially nfigure the basic network settings fo

Please answer the questions below. Example values are shouwn within parentheses.
a default value, it will be shown within square brackets and will automatically be used if

no value is entered.

Hostname (e.g. example.com): big01.fS5lab.local

[infol IP address(es) [’'10.1.1.7°1 found on the management interface by D

Do you want to configure a atic IP address (Noy) [NI:

Primary NTP server address (e.g. O.ubuntu.pool.ntp.org) (optional): ntp.nic

Alternate NTP server address (e.g. 1.ubuntu.pool.ntp.org) (optional):
ULAN1 name (e.g. extermal) (op nal): external

ULAN1 interface [1.1]

ULAN1 self IPu4 address [10.0.0.1,24]1: 10.1.10.7,24

ULAN1 tag (0 for untagged) [0]

ULANZ name (e.g. intermal) (optional): internal

ULANZ interface [1.21:

ULANZ self IPu4 address [172.16.0.1,241: 10.1.20.7/24

ULANZ tag (0 for untagged) [0]:

Configure Static Route? (Y/m) [N1: ¥

Data-Plane Route address [0.0.0.0,01:

Data-Plane Route Gateway [10.0.0.254]1: 10.1.10.1

Data-Plane Interface [1.1]1:
N T

You will next be prompted to set an “admin" password that will be used

by both the API and the Linux console. SSH access to the admin account

is blocked in the 1 server configuration. The password must be a

minimum of 8 characters and contain mixed-case letters, numbers, and

special characters
P e
Please enter a new password for the ’admin’ user:
Please confirm the new password for the ’admin’ user:

Summary

Hostname: big01.fSlab.local

Management Network Already Configured:

Management IP Address: 10.1.1.7

NTP Servers: ntp.nict. jp

ULAN1 Name: extermal, self IPv4: 10.1.10.7,24, Interface: 1.1, Tag: 0
ULANZ Name: intermal, self IPv4: 10.1.20.7,24, Interface: 1.2, Tag: 0
Static Route 0.0.0.0/0 via 10.1.10.1 on 1.1

Would you like to complete configuration with these parameters (Y/n) [N1: Y
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— big01.f5lab.local
kP Address:

- N@OOoOoo)
Primary NTP server address:

— ntp.nict.jp
Alternate NTP server address:

— Default 0 0 O Enter
YLAN1 name:

— external
VYLANT1 interface:

- 1.1 (Enter)
YLANT1 self IPv4 address:

- 10.1.10.7/24
YLANT1 tag:

— 0 (Enter)
YLAN2 name:

— internal
VYLAN?2 interface:

— 1.2 (Enter)
YLANZ2 self IPv4 address:

- 10.1.20.7/24
YLAN2 tag:

— 0 (Enter)
€onfigure Static Route?:

- Y
Pata-Plane Route address:

— 0.0.0.0/0 (Enter)
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Pata-Plane Route Gateway:
- 10.1.10.1
Pata-Plane Interface:
— 1.1 (Enter)
Please enteranew password 000 admin0000000000O0O:
— Welcomel23!
s Summary 00 000000O0O0O0O0OODOOOO y(yes) O Enter
Instance2 DO 000000000
42.1 00000 0 0BIG-IP Next Instance2 0 "ACCESS" > "CONSOLE" 0 OO OOO0OO0OOOOOOOO "setup"
gdddooooooooooooo
FHostname:
— big02.fSlab.local
P Address:
- N@OOooo)
Primary NTP server address:
— ntp.nict.jp
Alternate NTP server address:
— Default 0 0 O Enter
YLAN1 name:
— external
YLAN1 interface:
— 1.1 (Enter)
YLANT1 self IPv4 address:
- 10.1.10.8/24
YLANT1 tag:
— 0 (Enter)

YLAN2 name:

20 0100000



NextLTMOOOOOOOOO

— internal
VYLAN2 interface:
— 1.2 (Enter)
YLAN2 self IPv4 address:
- 10.1.20.8/24
YLAN2 tag:
— 0 (Enter)
€onfigure Static Route?:
- Y
Pata-Plane Route address:
= 0.0.0.0/0 (Enter)
Pata-Plane Route Gateway:
- 10.1.10.1
Pata-Plane Interface:
— 1.1 (Enter)
Please enteranew password 000 admin0000000000O0:
— Welcome123!

e Summary 000000000 COOO0COOOOO y(yes) O Enter

115 0000000000 0O0O0OOd

BIG-IPNextOOOOOOOOOOOOODOOOCMOOOOOOOOOOOOOOODOOOOOOOOO00O0
ooobooooog
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Central Manager 00 Next 00 OO0 OO QOO

UDFOOUOO CMGUIODODOOOD

UDFOO0O0O0COO"DEPLOYMENT"O O 0O O O O O BIG-IP Next Central Manager 0 0 0 0 0O O O "ACCESS" >
‘Gur'ooooooo

F5 Products

> BIG-IP Next instance 1

BIG-IP-Next-20.2.0-2.375.1+0.0.27.qcow2

ACCESS  DETAILS

CONSOLE

> BIG-IP Central Ma|
BIG-IP-Next-CentralManaget
SSH

Webshell  [ETAILS

BIG-IPNextCM GUIO OO DOOO

oo0o0ooo0o0ooo0oooooooo/O00ooo00ooo0o0oooo00n

~ BIG-IP Next
Central Manager
Sign In

User Name *

admin

Password *

Welcome123!

Forgot Password?

mO000/000oo:

— admin/Welcome123!

ooooOooooOoooOobooOoobooOoooboooooon
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BIG-IP Next a0
@ Central Manager @ admin v

Welcome to BIG-IP Next Central Manager!

Use the Workspaces Menu “:: to navigate to your authorized workspaces.

Or use the Task Launcher cards below to begin your BIG-IP Next Central Manager tasks.

Manage Users

Add new users and assign roles or configure an Auth Provider.

Manage BIG-IP Next Instances

Add new BIG-IP Next instances or locate and discover existing
instances.

Manage Instances

BIG-IP Next Instancel1 0 CM O OO

000000 "Manage Instances"' 000000000

Manage BIG-IP Next Instances

Add new BIG-IP Next instances or locate and discover existing instances.

“ Start Adding Instances” OO0 0000000

No Instances

Adding Instances
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NEXTOOOOOOO IPOOOOOOOO0O0O0O

Add Instance

What is the BIG-IP Next Instance Status?

It doesn't exist yet, | want to create a new one.

Create a New Instance

It's already up and running, | want to add it and start managing it.

I
I
|
1

IP Address / FQDN* fequiea  PoIt® Required i
I
I
1
1

Cancel & Exit Add Instance

¥ Address/FQDN:
- 10.1.1.7

e "Connect" 0O OO0

NEXTOOOOOOO Credential OO OODODO

Login to 10.1.1.7

Enter the current username and password

Prssors

kJsername:
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— admin

Password:

— Welcomel23!

« "Next" DO DOOO

BIG-IPNextCM OO NextUOOOOOOOOOOOODO Credential 00000 AddInstance” O0O0O0O0O0O0O

EEZEXIO-)IFI>

Management Credentials

Provide a new username and password to manage this instance from BIG-IP Next Central

Manager.
Username*
admin-cm
v Password *
* Minimum One Digit ¢ Minimum One Letter
e Minimum 8 Characters ¢ Maximum 64 Characters

Confirm Password *

Cancel & Exit Add Instance

kJsername:
— admin-cm
Password/Confirm Password:
— Welcomel23!

e "Add Instance" O OO 00O

O000000000” Add” O0O000Ofingerprint 000000000” Aceept” DO OD0O0OO0O0ODO
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Start Central Management of this Instance?

Adding this instance allows you to manage it from BIG-
IP Next Central Manager. If you continue, you will no
longer be able to manage changes directly from the

instance. Continue?

GContinue Gonnecting?

The authenticity of host can't be established. Do you
want to accept the following fingerprint?

471ar! 870:
0d5510d53803782 )

0000000000 BIGIPNextODOOOOODOOOODOOOOOOOOOOOOOOOO

Infrastructure > Instances

®  admin v
My Instances =
Q 4+ Add  e--Actions () 60s Vv
Health Name IP Address Mode Version
@ Healthy big01.f5lab.local 10.1.1.7 '—cv Standalone 20.2.0-2.375.1+0.027 |

Next DO OO OOO0OO0O0O0O0O0OO0O0OOOOOOO

oooooooooooon

A
v

F5 License Server

BIG-IP Next
Central Manager
(10.1.1.5)
BIG-IP Next 01
10.1.1.7

* BIG-IPNext DO OOOOOODOOODOOOO Central Manager 0 Load O O Central Manager 0 0 0 0 0 O
ooooo

e Central Manager O FS 000000000000 DOO0OODOOODOOOOO

* BIG-IP Next Central Manager 00 00000000000 (@IDOOO)
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e 00 URL - https://clouddocs.f5.com/bigip-next/latest/use_cm/cm_license_bigip_next.html

ooooocooo

OO: UDFOOO00000000IWTOOOOO0O0O0O0O00ocMOoooooooooooooo00oo0oOMyFs
Oo000ooo0o0ooo0o0o0oooo0o0oooMyFs 000000000000 OO0O00DOO0OO0OO000OD

oooooooooooon

oooboooooooooboooo

MyF500 Trial DO0O0O00 JwTOO)OOOODOOO

* https://my.f5.com/

"TRIALS"ODOOO0OO0O0O0O

£5 MyFs

SUBSCRIPTIONS TRIALS OPEN CASES

Activate and manage your subscriptions. Request new product trals, access licenses an Open a support case with F5 Support and e
review instructions for setting up your fufiled trials. current status of existing cases.

8 Expiring Soon

1
SUBSCRIPTIONS > VL s I cases >

"BIG-IPNext"'D 0O O0OCOODO

“ Downloads and licenses”

gobooooood

11. DO0O0OO
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My Trials
Product name Support type
e============= |
I I
| BIG-IP Next i Self-serve
1 I
BIG-IP VE & BIG-IQ VE Free Trial Self-Serve
API Connectivity Stack Self-serve
Connectivity Stack for Kubernetes Self-serve
NGINX Management Suite Self-serve
NGINX Management Suite Self-serve

TRIALS > BIG-IP NEXT

BIG-IP Next

Support Type Term Length
Self-serve 30 Days

Downloads and licenses
e |

1

: 9 Downloads and licenses 1
\ |
| 1
______________________ |

Description

“ Copy JSONWebToken” D000 0DO0O00O0O0OO0O0O000OO0O0O000O00O0O0Download 00000000

ooo

Getting started

1. Select and download the latest version.

2. Get your license - copy and paste your association token into the software
(recommended) or Download your licenses.

LD Copy JSON Web Token

v, Download JSON Web Token

28
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gobooooboobooo

BIG-IP Next CM 0O O O O O O O Infrastructure (Manage Instances) 0 0 0 0 00000000000 0OOOO0OO

coooooooocoobooon

Infrastructure > Instances

My Instances

Health Name IP Address

@ Healthy big01 f5lab.local

Q admin VvV

+ Add  eesActions  C 60s vV

Mode Version

= standalone 20.2.0-2.375.140.0.27 |

SAE2R%&A A ~—)LY BBIG-IP Next
Standalone/HAA > X5 >R 0Vv T

OO0O00O0Oo0og “ License”

For more information about this BIG-IP Next license, log in to https://account.fs.com/myf5 & with

big01.fSlab.local

O Timezone & NTP

O DONs

O Certificates.

O Networking & Proxy License

O Log Management
your F5 customer credentials.

O Heaitn

O Tafic Status © Inactive
Type Unknown

O Network Interface

Expiration Unknown

Activate License. Deactivate License

O QKView Files

O Log Archive
O Debug

“Activate License"Z#2 w2

(o)

EETEN)

OO0O00Og “ Activate License” OO O00O0O00OO0O0O

“License"%i&4iR

00000 "Next" OOOOOOOOO

11. DO0O0OO
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Activate License

What you'll need...

To license this BIG-IP Next instance, you will need:

“Next"zoUwo

N\

goboobooobooboobboobag

Oo0: cMOOOOOOOOOODOOOOOO0O0O0O0OOOOO0OO0000O0OOO"™ODOO0O000000O
goooocoooooooooooooooooo

JwToooooooOo NewTokenOOOOOOOOOOOOOODOODOOO

Activate License

Token Type

F(CTokenzE AT 9 BI5E.
@ New Token Existing Token €—————— .
O “New Token"Z iR

Enter or paste the JSON Web Token (JWT)*

| Token Name * |

[ emo Token i ]

Token([CAERDEBIZERTE

JWTASD#. "Activate"Z=o U w2

AN

Cancel & Exit @
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e "New Token'" 0 0O

Enter or paste the JSON Web Token(JWT)

ooooJwrTooooooooo

Yoken Name:

demotoken DO OO OOOOO

e "Activate"' D0 OO0

coooooooocoobooobooOooooboooon

cooooooobooooboooooOoOoOoOoOboOoO0obOOoOoOoOoOoOoOoOoOboOoOoDbOoOooon

Activate License

Token Type

Expirati
BIGIP_SET-LTM_12_VCPUS, BIGIP_SET-WAF_12_VCPUS, UNKNOWN_SET-
BiGH
BiGH _10_BIGIP. 3
UNKNOWN SET-BIGIP ACCESS MODULE 10 BIGIP VCPUS, BIGIP DNS MODULE, UNKNOWN SET-
BIGIP_SSLO_MODULE 8_BIGIP_VCPUS, UNKNOWN_SET-BIGIP_LTM_MODULE_1_BIGIP_SYSTEM,
Modul UNKNOWN_SET-BIGIP_WAF_MODULE_1_BIGIP_SYSTEM, UNKNOWN_SET-
BIGIP WAF_MODULE 4 BIGIP VCPUS, UNKNOWN_SET-BIGIP_ACCESS MODULE 4 BIGIP VCPUS,

BIGIP_ACCESS_CCUS, UNKNOWN_SET-BIGIP_ACCESS MODULE 8 BIGIP_VCPUS, BIGIP_LTM_MODULE,

Activate

Cancel & Exit

o "Existing Token" 0 0 O

-« J00000D0O0O00ODCOOO "udf-lab token" O 0O 0O

e "Activate" DO OO0

31
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gobooboobogon

O0000D Status O " Active” 000000000 0OOOOOO

License

For more information about this BIG-IP Next license, log in to https://account.f5.com/myf5 £ with your
F5 customer credentials.

Status @ Active i
Type eval | S 12> ADStatusht”Active”(C
i N - =
Expiration 111102023 | BOTNBC LR
Activate License ] [ Deactivate License

coooooooocoooboooOoooOoOoOoOoObocOoO0oOOoOOoOoOoOoOoOoOboOoOobOOoOonoon

big03.5lab.local

Provisioning

Web Application Firewall WAF) ©

Qomw E—

™~ “WAF"EZ1-)L = B

Accass @

g ::::: Onub\emcsss on this instance
O omork e aco “Access"ET1—)L = \EX
DNS ©
© oo Enae ONS an s nsance
o o | . XDNSEZ1—)LI3, HESTEarly Access
support. Lea res. of

|<_“Provision"’£i§3R
S50 ©
Cane 8Bt

o0 8 Ex

ooooooo
« WAF: OOOOO (UODO0OO000O0O00000O0000O0O000oo0o0oooooooon)
e Access: OO (ODODOODO)
«DNS: OO0 (@OOoon)

gooogo
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1.1.6 HTTPOOOOOOOOOOO

BIG-IP Next O O O Central Manager(CM) 00 OO0 0O0O0OOOODOOOODOOO
BIG-IIPNext OO OO OOUODOOO0O0ODOOO0ODOO0ODOOOOOOOOOOOOO

1. 000000000ooooGuUIdDoodoooooodooo=00000000000DO0O00ODO0O0
OOoO“ http” OOOO

2. 000000000000 0APIDO0O0OO0O0OOOOOOO
3.000000FAST)OOOOOOOOO0O0O0O0O0O0O GUIODOOOOOOOOOOO
4. 000000 CFASTH)OOOOOOOO0O00ODOO00O0 APIOOOO0O0O0O0O00O0
5. 00 BIG-IP(TMOS) 0000000000000

ooooooOO0O"1.0000000000000GUI0 000000000000 "0000 HTITPOODOOD
ooobooooooooooon

HTTPOOOOOOOOOOO

Standard(default « http” template) OO0 00 WebOOOOOOOoOoOOO

CM O00000 workspace 0 0O O Applications” 0000000

% BIG-IP Next

Central Manager

) BIG-IP Next o
X ) Central Manager

Home
Welcome

|
| A
H @ Applications

1 & Your apps, templates and services
|

Security
Dashboards, policies, reports and logs

Infrastructure
Manage your BIG-IP Next instances |

System
Manage this System's operations

" Start Adding Apps” OO0 O0ODOOOODO
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No Applications

Start Adding Apps

____________________

gogobooobobooboobooobuooboooboobbooboobbooboobboobog

Add Application

Create New Application Service

Application Service Name ™

HTTP-Service

What kind of Application Service are you creating?,

StandardZ&#iRTd&E. T — NEEIRET
[EPTVT—>3a>&ER

X=FIANMDFTL—b (“http”)ZFA

@ standard

From Template

@
o
B
o
&
51
I

Migrate Application(s)

Migrate a BIG-IP configuration from version 12.1 to BIG-IP Next instance.

New Migration or Resume Migration

Cancel & Exit

Application Service Name:

— HTTP-Service 00000000
What kind of Application:

— Standard 0000

o “ Start Creating” 00000
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0000000000 “ Start Creating”

gobooooobgo

o

No Virtual Servers Configured

Application Service Properties O O O O O O O Virtual Server( Pool Protocol Profiles 0 D 0 00000000

HTTP-VS

Application Service Properties

Cancel & Exit

Virtual Port Protocols & Profiles Security Policies

a0 snaT MIRRORING

Protocolds & UProfileDFHE

TFIVUFARUS—E
(WAF, Access etc.)

,,,,,,

Yirtual Server Name:

- HTTP-VS

«“ Pools O0OOODODOO

PoolOOOOOOOO Poolmember 0 IPO D0 O0O0OOOOOODODO DeployDOOOOOOO

OO0 "+Create" DO DOO0OD0OODO
Pool Name:

— http-pool

11. DO0O0OO
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Server Port:
- 80
koad-Balancing Mode:

— round-robin

Monitor Type:
— http
e 0J0OD0DOOOO " Virtual Server’ 00000
--------- +Create  TWDelete 1 L
00 Virtual Server 0 0000000 PoolDODOOOOO

Pool:
— http-pool DO OO

e “ Review & Deploy” 00000

36
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OOO0OD0O0O" StartAdding” 0000000000000 O0O0OODOOODOODOOOO” +AddtoList” O0O0O0O
gooood

=
=
No Instance/Locations
[ st ncang |
Seloct Al
bigo1 fslablocal
EYS—

e “ big01.f5lab.ocal” OO0 D OO0 O0O0ODO0OOOOOO

*“ +Addto List” 0O OO0

OO Deploy O 0O O O Virtual Server O IP O Pool member 0 000000

Deploy

Deploy-to

lacaton detais

Yirtual Address:
- 10.1.10.100

e Members 000000000 “ +Pool Members” OO OOO

Pool member 0 0 00000
*“ +AddRow” 0O 2000000 2member O OO
Pool Members:
— Name: web-serverl , IP Address: 10.1.20.101

— Name: web-server2 , IP Address: 10.1.20.102
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http-pool

0000 Save” DODODOO

goboobboobuoobobooobuoobbooobooo

Deploy

Deploy-to

Summary

© Instance/Location: bigo!.f5iab.ocal

cccccc

« “ Validate All'’ 0000000000000 0O000OO0OO0O" Validated” OO0O0OO0O0OOOODOO
*“ ViewResults’” 00000000 APIOOOOOOOOO

e “ Deploy Changes” 0000000000000 O0DOOO" Yes,Deploy 00O O0OOOO

ooboooooooooboocooobocoobooooo
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Applcations > Applications
My Application Services

Health Active Alerts
Critical @)
! Moderate (0! o
Good @
Unknown o

W+ AddFiter
nnnnnn Name + Instance/Locations Security Policies

@ Good HTTP-Senvice 1 None

Critical @

@ adminv

seepctions | S7Hide Fiter ) 60s W

Last Updated

33 minutes ago

coobooooboooobooooooooooOooOoOoboOoO0oOooOoOooooOoO0OoboOoOoOoooOn

HTTP-Service | aiinstancesitocations v
Heatth Active Alerts
© Good 0 @ criea
Warig
&R Clent
a
ey
a
.l
o
) Members )

HTTPOOOOOOOOOOOOO

UDFOOOO WindowsClientO O OO OooQOQO

UDFOOOOOOO"DEPLOYMENT'O O OO OO OWindows Client 0 0 0 0 00O 0O "ACCESS" > "RDP" 0 00O

oooo

O0: RDPOOOOOOOOOOOOO"CONSOLE'DODOOOOOOO

11. DO0O0OO
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Systems

> windows10 client
Windows 10

ACCESS DETAILS

CONSOLE

> web-server 1

Ubuntu 22.04 LTS Server RDP

1920x1080
I[ETAILS
1600x1200

1440x900

> web-server 2

Ubuntu 22.04 LTS Server 1366x768

1280x1024

[ETAILS
1280x800
800x600

640x480

Windows ClientO 00O 00O

gooooooooooooom/ooooooooooon

Enter Your User Account

This user account will be used to connect to
39ace180-4fb5-48f5-
a06¢c-42fdf98496dc.access.udf.f5.com:3389 (remote PC).

Username: user

Password: 000-|

Show password

Cancel Continue

mO00o0/o00000:

— user/user

00000000 Chrome D000 O0000000O00O00O0OO http://10.1.10.100/ 000000000000
O http-abc-company 00 000000000000 000000O VirtwalServer 0000000000000
OwebOOOOOOOOOOOOO0OO0OO0OO0O0O0O0O0O
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v @ PEOLD WEB Server 1 X o
& Cc A\ Notsecure  abc-company.com
G Google it* MyF5 @ http://10.1.10.100 @ https://10.1.10.100 @ http-abc-company @ https-abc-company

TYPE html PUBLIC "-//W3C//DTD XHTML 1.1//EN" "http://iwww.w3.0org/TR/xntmI11/DTD/xhtmI11.dtd">

Welcome to PEOLD hands-on training

WEB Server 1
My IP address is 10.1.20.101.

11.7 HTTPSOOOOOOOooooog

BIG-IP Next 0 0 O Central Manager(CM) 0 0 0000000000 O0ODOOO
BIG-IPNext 0000000 DODOOOOOODOODOODOODODOODOODOODOOOO

1. 0000000000000GUIO0O000000000000=0000000000000O0D00000
OoOOoO* http” OOODO

2. 00000C0COOCOOOOOAPIODOOOOOOOOOOOO
3.000000 FAST)OOOOOoOooOoOOoOOOOO GUIODODODOooooooooo
4 000000 FASHOO0O0O00000000000 APIOO00000000000

5. 00 BIG-IP(TMOS) OO0 00000000000

ooooooo"3.00o0o000 (FASTHOOOODODOOOOOOoooo GUIDODOOOOOooOooOoOo"ooODo
OHTTPSOOOOOOOOODOODOOOOOOOOO
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gobooboogn

coboobooooOoooooboooOoOoOoOoOoOoOboOoOobOoOoOoOoOOoOoOooDooo

ooooooooon

O00O00O0OBIG-IPO GUIO CSROOOOOOOOOCSROOOO (0:000000)00000000O
cSROO0O0O0OO0O0OCOO0O0O0OOOO0O0O0O0CO00OOO0O00OOOCO000O0OO0O0O0O0OOO00000
oobooboooooobooboooboOoobooobooboooooobooOooobOOoooOooooooooan
cooboocoobooooooocooon

OO0O: FSUDFOO0OO0O0O0O0O0OO00DOOOO0OOOO0OC pPCODOOOODOOOOOOOOOOOOOOOOD0
ooo

Windows10 client 0 0 0 0 O O > Handson Files > SSL_certs

> Handson Files » SSL_certs

~

Name

L] abcCompany-cert.pem
J abcCompany-key.pem
| | cacert.pem
ocooooooooo 20000000000DOBO
- 0000000 : abcCompany-key.pem

- J000000000: abcCompany-cert.pem

O000Do000ooo0oo pPCO00OO0O0ODOOOPCOOOODOOOODCMODOOODOOOODOOOODO
OO UDF O Windows10 client 00 Chrome 00O CM O0O0O (https://10.1.1.5)000000000000000O
oooooog
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gobodgbbooboooboo

" Applications” 00" Certificates&Keys” 00 00O Add Certificates” 000000000

oo
ooe

Applications

BIG-IP Next
Central Manager

<% Applications

My Application Services
Application Templates

Global Resiliency

Data Groups

Applications

Certificates & Keys

: d Certificates

No Certificates

@

It looks like you haven't added any certificates yet.

admin VvV

oooooooooooboooboooooon

Add Certificates & Keys

Create a Self-signed Certificate

@ Import a Gertificate

Nama*
@ Create New

Ovenwrite Existing
abcCompany

Tag®

Traffic

Type"

Certificate & Key

Source
@ Import

Paste

Certificate
&, Import abcCompany-cert.pem

Key

& Import abcCompany-key.pem

Key Seeurity Type

‘ Normal

| cancel & Exit

11. DO0O0OO
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¢ import a Certificate (1 [ O

Name:
— Create New D 0 OO
— abcCompany
Yag:
— Traffic
type:
— Certificate & Key
Source:
— Import
Certificate:
— import (abcCompany-cert.pem J 00000 0)
Key:
— import (abcCompany-key.pem 000000 0)
Key Security Type:

— Normal

e "Save' OOD0O OO

OOOOOOOO0OO0O0OOO0O000000"Active'0 0000000000000

Applications
@ admin Vv

Certificates & Keys

+ Add T Delete G 20s WV

Status Name + Contents Expiration

2 Active abcCompany Certificate & Key Jul 16, 2024 21:27:04 (GMT+9)
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HTTPSOOOOOOOOOOO

HTTPS Service 1 0000000000 WebOOODOODOOODOOO

CM O00000 workspace 0 0O O Applications” 0000000

" +Add Application”

-

& % BIGP Next
H-H Central Manager

Q) BIG-IP Next
X Central Manager

@ Home
Welcome

@ Applications
QQ Your apps, templates and services

O Security
Dashboards, policies, reports and logs

Infrastructure
=

Manage your BIG-IP Next instances

l+T System
Manage this System's operations

gooocooood

Appiications > Appications

My Application Services

Health

Q
Y+ AddFilter
Health

@ Good

Critical

Moderate

1 Good
Unknown

Name

HTTP-Service

Active Alerts

______________

+ Instance/Locations Security Policies

1 None

Critical

Warning (0

<« Actions | 7 Hide Filter

Last Updated

19 hours ago

admin v

C 60s v

cobobOooooOoocooboOooOooOoOoOoOooOooOoOobOOoO00oOobocOoOobOOoOoOoOoOOoOoOoOboOoOoDn
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Add Application

Create New Application Service

Application Service Name *

HTTPS-Service

What kind of Application Service are you creating?
Standard

(@ From Template

Migrate Application(s)

Migrate a BIG-IP configuration from version 12.1 to BIG-IP Next instance.

New Migration or Resume Migration

Gancel & Exit ]

Application Service Name:

— HTTPS-Service OO OO OO0O0O
What kind of Application:

— From Template 0 0 0 O

e “ Select Template” 0O 000

goboobboobooboobobooboobbooboon
Application Template:
— HTTPS-Load-Balancing-Service 00 [0

e “ Start Creating” 00000

Application Service Properties 0 O O O O O OVirtual ServerfPoolProtocol Profiles 0 0 0 0 0 0 0O OO OO HTTPS
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oooooooboooobooobooooooooooo

Create Application

What kind of App are you creating?

Application features are controlled by Templates. Start by selecting one that best fits

Application Template *

HTTPS-Load-Balancing-Service

v ‘ Start Creating

TTTQTSearch T T T T T T T T T T T TS TTTTT TSI T T TTTO

http

v HTTPS-Load-Balancing-Service

® Clear Selection

Application Service Properties

Description

Virtual Servers* Poals
Virtual Server Name Pool Virtual Port
hitps vs my_pool v 443

=+ Greate

T Delete

"Protocols & Profiles" 0 Edit0D 00000000

JON2

Yirtual Server Name:
— https_vs
Pool:

— my_pool

¢ "Protocols & Profiles'" O Edit0O00O0OO

No Client-Side TLS O " Add”

coooogooo

Client-Side TLSOOOOOOOCCOCODOODO

11. DO0O0OO
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Protocols & Profiles
@ cEnable HTTPS (Client-Side TLS) ©

Please choose an trust CA certificate @

SPEGIFY THE GERTIFIGATES DETAILS FOR THIS APPLIGATION

No.Client-Side TLS

Add Client-Side TLS

Name*

abcCompany

Certificate Properties

RSA Gertificate

abcCompany

ECDSA Certificate

TLS Servers

@) Use Default Server

Add Servers

Name:

— abcCompany
RSA Certificate:

— abcCompany
 Use Default Server 00 [ [J

*Save O O0OOOOOOO
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PoolOOOOOOOOOOO Poolmember 0 IPODOCOO0OOOODOOOO Deploy000OOOODOO

HTTPS-Service

Application Service Properties

Description
..................
Virtual Servers* & Pools
+ Create Til Delete ~ v
Pool Name Service Port Load-Balancing Mode Monitor Type
my_pool 80 round-robin http X
l Cancel & Exit l HEl Review & Deploy [

«“ Pools OOOODOODO
Pool Name:

— my_pool
Server Port:

- 80
koad-Balancing Mode:

— round-robin
Monitor Type:

- http

e " Review & Deploy” 00000

OOOoOoQO *“ Start Adding” OO0O0O0O0O0OOOOOOCOOCOCOOOOODOOODOO
e “ big01.f5lab.ocal” OO0 D OO0O0O0O0ODOOOOOOO

*“ +Addto List” 0O OO0
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=)
=
No Instance/Locations

Start Adding Vv

Select Al

B bvigotsslab.iccal

® Clear Selection + Add to List

00 Deploy O O OO Virtual Server 0 IP 0 Pool member 0 000000

Deploy

Deploy-to

For each instance selected for deployment, you must provide the instance or location details.

[EQ validate Al Add Instance/Locations
Instance/Location: big01.f5lab.local 3 Configure *++ Actions
FETT T I II TN T I LI I I T .
Virtual Server Virtual Address Poq) Members H Configure
htips_vs 10.1.10.100 ng/_pool 0 v & ©
s s

I ® clearal

Yirtual Address:
- 10.1.10.100

e Members DO OO0OO0O0OO “ +Pool Members” 00000

Poolmember 0 000000
*“ +AddRow” 00O0OOOOOQO 2member 000
Pool Members:
— Name: web-serverl , IP Address: 10.1.20.101

— Name: web-server2 , IP Address: 10.1.20.102

50
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my_pool

Name
Load Balancing Method
Port.

Monitors

Virtual Server

Pool Members (endpoints)

Name
web-server!

web-server2

my_pool
round-robin
80

1
http
https_vs

1P Address
10.1.20.101

10120102

=

« JOOO " Save”

ooooo

goboobboobooboooboobboooboon

Deploy

Deploy-to

For each instance selected for deployment, you must provide the instance or location detas.

Instance/Lo

Virtual Server

hitps v

cation: big01.f5lab.local

Virtual Address

101.10.100

Summary

Virtual Server

Name

HTTPS Cortificates

HTTPS-Sarvica,

Apr 1, 2024 13:20:32 (GMT=9)
HTTPS-Load-Balancing-Service
1
1

ntips vs
my_pool

@ See each location

443

Deploy Application Service?

‘This action will deploy HTTPS-Service to 1 Instance.
Deploy Application services to: 1 Instance

bigo1.flab.ocal

Are you sure you want to continue?

Cancel

e “ Validate All”
¢ “ View Results”

* “ Deploy Changes”

00000000 APIOOO0DO0O000O

O00000000000000000000” Validated” 00000000000

OO0OCCOOCOOOOOOO0OOO0O0 " Yes,Deployy DOOOOOCOO

11. DO0O0OO
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goboobobooboobbooboooboon

Applications > Applcations
R 5 @ admin \v
My Application Services -
Health Active Alerts
Critical @)
» Moderate (0 o Critical @)
Good @ Warning (@
Unknown @
Q
+ Add Application  ++= Actions | §7 Hide Filter ) 60s Vv
W+ Add Fiter
Health Name +  Instance/Locations Security Policies Last Updated
@ Good HTTP-Senice 1 None 20 hours ago
© Good HTTPS-Service 1 None 22 minutes ago

coobooooboocoobooooooooooOooooboooooOooooOoboOoOoboOooobooOon

HTTPS-Service  avmsamestoaions @ver @
nnnnn ncive s
© Good 0 o
R e
a
o
o
® mson
@ wemoers o

HTTPSOOOOOOODOOODOO

UDFOOOO Windows ClientOOooooQgQg

UDFOOOO0OOO"DEPLOYMENT"O O OO0 0O O Windows Client 0 0 0 00O O"ACCESS" > "RDP" 0 00O
oooo

OO0: RDPOOOOODODODODOO"CONSOLE'DOOOOOOOO
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Systems

> windows10 client
Windows 10

ACCESS DETAILS

CONSOLE

> web-server 1

Ubuntu 22.04 LTS Server RDP

1920x1080
I[ETAILS
1600x1200

1440x900

> web-server 2

Ubuntu 22.04 LTS Server 1366x768

1280x1024

[ETAILS
1280x800
800x600

640x480

Windows ClientO 00O 00O

gooooooooooooom/ooooooooooon

Enter Your User Account

This user account will be used to connect to
39ace180-4fb5-48f5-
a06¢c-42fdf98496dc.access.udf.f5.com:3389 (remote PC).

Username: user

Password: 000-|

Show password

Cancel Continue

mO00o0/o00000:

— user/user

00000000 Chrome 0000000000000 OOOOD https-abe-company (https://10.1.10.100/) O O
000000000000000000 VirtwalServer 10 0000000000000 WebOOOOOOOO
0000000000000 0D0oooooD Chrome DO OO0O0OODOODOODOOOOOOOOOOODOODO
(New Incongnite window) 00000000000 0200 WebOOOOOOOOOOODODOOOOODOOOO
O0ooooooooooo
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v @ PEOLD WEB Server 1 X o

< C 25 abc-company.com

G Google (® MyF5 @ httpi//10.1.10.100 @ https//10.1.10.100 @ http-abc-company @ https-abc-company

CTYPE html PUBLIC "-//W3C//DTD XHTML 1.1/EN" "nttp://www.w3.org/TR/XxhtmI11/DTD/xhtmI11.dtd">

Welcome to PEOLD hands-on training

WEB Server 1
My IP address is 10.1.20.101.

118 000000000 OOOOOOOOOOO

ooboooooooooboooood

BIG-IPNext D OO OO0OOODOOOOODODO Central Manager 0000 F50 API(AS3) 00000000

«GUIDDD0O000000000000000000000JSON/YAMLOOO AS3APIOO0O0O0O NEXT
0000000 Deploy 00000

gulOoOOooOo0o0oooOoocoOoOooOoooOOo0oO0oO0OoOoooOocoO APIOO0OD0OOOO0O000O0O000O
oooooogo

0000000000000 Schema Reference 0 0O

— https://clouddocs.f5.com/bigip-next/latest/schemasupport/schema-reference.html

0000000000000 000 F50 APIOOO AS3000JSON/YAMLOOOOOOOOOOOOOOO
gbobooooooogo
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Validation for "HTTP-Service"

© Validated

“id": “"http-canonical-cm-example-template”,
"label : Example Templat:
"remark":

“schemaVersio

"tenant9

class": “"Servic
“mirroring"
"persistencel

3alancingMode":
“members”: [

1ee",

+ "web-

vicePort": 8@

“Tenant"

gogboobooobooboobbooba

P aimin v

@ so P
b F5 Application Service Templates (FAST)
: F>TL— NEFRICHFS &

+create [Jcione 0 Delete

“Application Templates”% iR

& Applications
s Tomplate Set Description Published Last Updated
i Examples Example of a producton templatethat can be used 2 ot 2minutes ago
i [ i
************ ' tp 1 Examples Example of a production templae that can be used 2 Datt 18 days ago
| i
Certificates & Keys HTTPS-Load-Bal i tab HTTPS-Load-Balancing-Service 2 vt 5 days ago
iRules

F I A NTR"http"DHEFE

goboobobooboobbooobooboooboo

- 0000000 htepr OO OOOOOODOO

BEF>IL—booO—>=ER

11. DO0O0OO
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clone_http
- == —_
R URET > L —MERIRUT,. BodyZiEk
Template Body* /

# This is a production example template that can be used to build application services

O Properties #1n using this template, one will be prompted (o provide:
# -atleast a virtual IP address and port;

O Template | # - define Pools as needed:

Cancel & B

@ capabiliies.

#as well as to enable and/or chose settings for:

# - Server and Client TLS certificates, WAF policy, Access policy, iRules;
# - Snat, FastL4, HTTP2, UDP, T

#When deploying the application, BIG-IP Next Central Manager uses this template to create and submit an AS3 deciaration to the target BIG-IP
Nextinstance.

contentType: applicationyjson
definition:

#BIG-IP Next Central Manager Ul Specific

#How to show/hide parameters/fields from the wizard:

4 e ((parameter name}} for fields that show when creating an application service based on this template;

Use: ‘parameter_name' for fields that need to remain hidden when oreating an application service based on this template. Special case:

((ramjom\zed tenant_name)} will not show.

#  For advance usage. etaCh feld: HideArrayOrObjectFeld can aso be used,see ulletaCM object usage below:

¥ cMuimen explanalion ofproperies, MetaCM otfect can be atache to any parameter i s form:
# parameter_name,
' Plle: <Some Parameter> # This appears in the Ul as the tile of that parameter
# type: <some type:
#  description: <some description> # This appears in the UI in the "Info" icon of each parameter hat has it defined.
# dependencies: <ex: { enable_TLS_Client: true }> This is to inform this field will render when some other field value is true or false. This is
used in "AdvancedArayGrid' 1o hide or show some fields when particular field value changes.
# UMetaCM: # specific CM Ul info
order: 0 # Order of the parameter within the wizard page. O means First, 1 means second etc. Do not use the same number for more than
one parameter.
#  page: 0 #1fno ‘page’ parameter is defined ftmeans the main and wst tab (caled Pmpemes)
# ‘page: 0' means the secon: tabbed section, 1 means the third page, etc.)
pageName <xv2> #The Tab Name as appeavs nthe U1 (For all pages oher bl Properties or last - Summary)
e this parameter only once throughout all uiMetaCM objects that are meant for the same page.

#
#

% cisabieEat <roaee ot tonse Ine s con be seton Iy for the first time (when creating the application service)

# # and it will be disabled thereafter (when editing the same application service).

% ekt <G specic> #D0 ol macy. T speces N e Mt need speca ancng (e e specic strkd type for ol mernbers)

# value of "HideArrayOrObjectField” means that the object will not display in the Ul even if it designated as a {(parameter}).
#  widget: <CM specme) #Do not modify. This specifies Ul widgets that modify default behavior (eg: like "toggle" us "checkbox” vs "textarea”
o the same nput)

#  a value of "ToggleWidget” for boolean parameters that you want to appear as toggles. -
# field: AdvanoedArrayGnd # Do not modify. Use this field to show advanced editable data grid where we have a column with multiple

e 000D DbOO0ODbOODbbOOD orDOOO

oobooOoooooooboooboooobooooboooo

ooooooooocoooo

ooobooooboodoobooobooooboooooooooooooobooooooooon

HTTPSOOOOOOOODOOOOO

""Application Templates'" OO0 0000

ooo

HTTPS-Load-Balancing-Service”

oooooooooooooaon

® Lo opioatons > Applations
EElime F5 Application Service Templates (FAST)

Applications

& Applications Q

& Certificates & Keys

(& iRules

Name + Templateset Description Published Last Updated
My Application Services
! optenton Tempies i 1o Examples Example of  production tamplate thatcanbe ... () Published 20days ago
I s
was Load-Balancing-Service lab HTTPS-Load-Balancing-Service Q@ Published 20 days ago

®  adminv

T 1
+ Create | O clone | T Delete

HTTPS-Load-Balancing-Service’” 0 0000000000000

« 000" Clone” OOOOO
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goboobogobobooboobobooo

Clone Template

Name* Required

clone_HTTPS-Service

Description

HTTPS-Load-Balancing-Service

Template File Type* e

YAML v

@ Select a Template Set
Template Set Name* R

lab v

Create a New Template Set
Template Body *

# This is a production example template that can be used to build application services with load
balancing capabilities.
# In using this template, one will be prompted to provide:
# - atleast a virtual IP address and port;
# - define Pools as needed;
# as well as to enable and/or chose settings for:
- Server and Client TLS certificates, WAF policy, Access policy, iRules;
# - Snat, FastL4, HTTP2, UDP, TCP.
# When deploying the application, BIG-IP Next Central Manager uses this template to create and
submit an AS3 declaration to the target BIG-IP Next instance.

contentType: application/json
definitions:
# BIG-IP Next Central Manager Ul Specific
# How to show/hide parameters/fields from the wizard:

Cancel & Exit

Name:
— clone_ HTTPS-Service

«“ Save” OD0OOODO

ooboooooobooooboooboooooooooobooooooooono

Applications > Applications

F5 Application Service Templates (FAST)

Name + Template Set
1
1 clone_HTTPS-Service lab
1
hitp Examples
HTTPS-Load-Balancing-Service lab

Description

HTTPS-Load-Balancing-Service

Published

Example of a production template that can be ...

© Published

@ Published

11. DO0O0OO
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HTTPOOOOOODOOOOOOO

goooOoOhypOO0OO0OO0OO0OOODOOODOOODOODODOO

Clone Template

Name * Required

clone_http

Description

Example of a production template that can be used to build application services with load balancing ca

Template File Type* Required

YAML v

@ Select a Template Set
Template Set Name* Required

Examples v

Create a New Template Set
Template Body * Required
# This is a production example template that can be used to build application services with load

balancing capabilities.

# In using this template, one will be prompted to provide:

MName:

— clone_http

«“ Save” OOOOO

HTTPS Virtual Server 0000000

Virtual Server 0 0 000000000000 OOCOOOO0O0O0O0O0O0O0O clone_ HTTPS-Service D OO OO0
ooad

F5 Application Service Templates (FAST)

T T * Template §
| I

| clone_HTTPS-Service | lab

e e e e e e e I

http Examples
HTTPS-Load-Balancing-Service lab
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Virtual Server Port 0 443 00 8443000

Template Body D00 Odefault OO0 000000000 " 443"

00" 8443 DOOOooOOO

O virtualport 0 44300 00000000000000000000O00O00O0OOO0O0OOOOO0OOO

clone_HTTPS-Service

O  Properties

O Template I

Template Body *

Fa-fl{1,4}){0,4}:((25[0-5]|2[0-4]\d|1\d\d|[1-9]\d)(\.(25[C
5]|2[0-4)\d| 1\d\d|[1-9]2\d)(\.(25[0-5]|2[0-4])\d|1\d\d][1-9
uiMetaCM:
field: hidden
column: 6
rtualPort:
title: Virtual Port
description: Port of the virtual server
=ty pei NewNBer =y
| default: 443 | < 8443
Mnifrur™0 ==
maximum: 65535

uiMetaCM:
column: 2
default Monitor type 0 http O O https 0 0O
Template Body O 00 00 00 Monitor Type O " http” OO ” https” 0000000

Opools0000000O000O00DODOOOO0DODOOOO0ODOOOOOOOOOODOOOO

clone_HTTPS-Service

Template Body *

field: hidden
page: 0

O  Properties order: 1

O Template I
type: array
default:

minitems: 1
uniqueltemProperties: ['poolName']
items:

[pools: # Do not remove and do not change the property name. This is used to take pools information

- {"loadBalancingMode": "round-robin”.“monitorTypf": ["http"].“p'oolName“: "my_pool","servicePort": 8080}

-

Uhttps

11. DO0O0OO
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Server-Side-TLS O default false 0 O true 0 O O

Template Body 00 00 O O Server-Side-TLS 00 default false 00 true 0000000

O enable_TLS Server 000 0000000000000 0O0O0O0OO0OO0OODOOODOODOOOOODO

clone_HTTPS-Service

Template Body *

order: 5
column: 3
O  Properties columnName: Protocols & Profiles
enable_TLS_Server:
O Template I title: Enable Server-side TLS
description: Enable TLS to encrypt server-side connections.
rype.-bodean— 1
default: false <4 true
LuiltetaOl: == =1
widget: ToggleWidget

Save

0000 " Save” DODODOO

goboogoboobooo

Template Body 0 00Save 00 00 0000000000000 0OO0OODOOOODOOO"My Application
Services"0 0" +Add Application” OO OOO0OOOOO

Add Application

Create New Application Service

Application Service Name*

https-re-encrypt

What kind of Application Service are you creating?
Standard
I (@ From Template |

[ |

Select Template

Application Service Name:
— https-re-encrypt
What kind of Application:
— From Template 0 0 0O O

¢ " Select Template” OO 000

60 0100000



NextLTMOOOOOOOODO

OOOD0OoOO” clone HTTPS-Service” 0O OO0 Start Creating” OOOOCOOOCOO

Create Application

What kind of App are you creating?

ion features are by Start by selecting one that best fits

Application Template *

| clone_HTTPS-Service v Start Creating

Q. search

htp

+ clone_HTTPS-Service

HTTPS-Load-Balancing-Service

® Clear Selection

* Virtual Port O default 8443 0 0 0000000000000 0O0O

Application Service Properties

* Monitor Type O default 000 https 1 0000000000000 O0O0OO

Application Service Properties

WWWWWW

11. DO0O0OO 61



NextLTMOOOOOOOOO

* Server-Side TLS O default Enable 0 000000000000 OOO

Protocols & Profiles

zzzzzzzz

Cancel 00O O00ODODOODOOODO

TCP ProfileO OO OO OO

TCPProfile 0000000 ODOOOOOOOOOOOOOODOOOOODODOOOOODOOOOODOO

goboooood

0000000000 000” HTTP-Service” 0000000 ” Editt 000000000000

Y+ AddFilter

Health Name
r = -
& Good HTTP-Service

[ |
® Good HTTPS-Service

" Protocols & Profiles” 0 Edit0 00000000 O0OO
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Application Service Properties

Description
Virtual Servers* Pools*
Virtual Server Name Pool Virtual Port
HTTP-VS http-pool v 80

Protocols & Profiles gy 5 u

-
SNAT MIRRDR!IG 4

§ecurity Policies
L)

“

iRules

[

" Enable TCP Profile”

Protocols & Profiles

Enable SNAT ©

Enable FastL4 ©

TCP Idle Timeout @

60

Enable HTTPS (Client-Side TLS) ©®
Enable Server-side TLS ©

[ o)
@ cEnable Auto SNAT @

Enable HTTP2 Profile ©®
Enable UDP Profile ©

@ Enable TCP Profile ©

Q Enable Connection Mirroring ®

ooooooooooobooon

00000000 TCPIdle Timeout 0 0000000000000 000O0O

O0O0O0O0O0OD0OO0D0O0O0000000"Application Templates"D 000 000" clone_http” OOOO0O0OO0O0O

Q
& Applications
My Application Services s
_— "
Application Templates :
N — nm

{4 Certificates & Keys

[ iRules

clone_HTTPS-Service

http

HTTPS-Load-Balancing...

Template Set

Examples

lab

Examples

lab

Template Body 0 0 0 0O OO O TCP Profile 0 depend O O

TCP_idle_timeout” O Parameter DO OO0 O0O0O00O

11. DO0O0OO
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clone_http

O  Properties
QO Template I

Template Body *

uivietaGivi:
order: 51
column: 3
WRr1OE0S ARDHIES waa s

title: Enable TCP Profile
description: Enable TCP Profile
type: boolean
default: false
dependencies: { enable_TLS_Client: false }
uiMetaCM:
widget: ToggleWidget
order: 60
column: 3
columnName: Protocols & Profiles
TCP_idle_timeout:
title: TCP Idle Timeout
description: TCP Idle Timeout
type: integer
minimum: 0
default: 60
dependencies: { enable_TCP_Profile: true }
uiMetaCM:
order: 61
column: 3
columnNam
" Bidblé Miror
title: Enable Connection Mirroring
description: Enable Connection Mirroring
type: boolean
default: true
uiMetaCM:
widget: ToggleWidget
order: 70
column: 3
columnName: Protocols & Profiles

.. SOl naw
enable_TCP_Profile: # Service_TCP, Service_ HTTP and Service HTTPS

TCPOODODOODODOO

TCPOOOOOOOOOOO "TCP Proxy Buffer High" D 000000

Template Body *

uvetaum:
order: 51
column: 3
columnName: Protocols & Profiles
enable_TCP_Profile: # Service_TCP, Service HTTP an
title: Enable TCP Profile
description: Enable TCP Profile
type: boolean
default: false
dependencies: { enable_TLS_Client: false }
uiMetaCM:
widget: ToggleWidget
order: 60
column: 3
columnName: Protocols & Profiles
TCP_idle_timeout:
title: TCP Idle Timeout
description: TCP Idle Timeout
type: integer
minimum: 0
default: 60
dependencies: { enable_TCP_Profile: true }
uiMetaCM:
order: 61
column: 3
columnName: Protocols & Profiles <
enable_mirroring:
title: Enable Connection Mirroring
description: Enable Connection Mirroring
type: boolean
default: true
uiMetaCM:
widget: ToggleWidget
order: 70
column: 3

columnName: Protocols & Profiles

TCP_proxy_buffer_high:
title: Proxy Buffer High

description: Proxy Buffer High

type: integer
minimum: 0
default: 65535

dependencies: { enable_TCP_Profile: true }

uiMetaCM:
order: 62
column: 3

columnName: Protocols & Profiles
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0000000000000 oooOoooooooooo "save"OOOooooOo0O

OO0O00" TCP_idle_timeout” 0000000000000 0O00OO0OO0O0OOOOOOOOOO

TCP_proxy_buffer_high:
title: Proxy Buffer High
description: Proxy Buffer High
type: integer
minimum: @
default: 65535

dependencies: { enable_TCP_Profile: true }

uiMetaClM:
order: 62
column: 3

columnName: Protocols & Profiles

gobooboobogon

Template Body *

uiMetaCM:
widget: ToggleWidget
order: 60
column: 3
columnName: Protocols & Profiles
TGP_idle_timeout:
title: TGP Idle Timeout
description: TGP Idle Timeout
type: integer
minimum: 0
default: 60
dependencies: { enable_TCP_Profile: true }
uiMetaCM:
order: 61
column: 3
columnName; Protocals & Profiles

TCP_proxy_buffer_high: H

title: Proxy Buffer High H
description: Proxy Buffer High H

type: integer H
minimum: 0 H
default: 65535 H

. dependencies: { enable_TCP_Profile: true } =
. uiMetaCM: H
order: 62 H
column: 3 H
columnName: Protocols & Profiles H

title: Enable Connection Mirroring
description: Enable Connection Mirroring
type: boolean
default: true
uiMetaCM:

widget: ToggleWidget

order: 70

column: 3

columnName: Protocols & Profiles

11. DO0O0OO
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gobooobooboo

Template Body 0 0 0Save 00 00 0000000000000 0O00O00OOOOOOOO"My Application
Services"0 0" +Add Application” OO0 OO0OO0OOO0O0O

Add Application

Create New Application Service

Application Service Name *

‘ http-top-buffer

What kind of Application Service are you creating?

r

(@ From Template

| N

Select Template

Standard
- —

Application Service Name:

— http-tcp-buffer

What kind of Application:

— From Template 0 00 O

e " Select Template” OO 000

OOOO0O0OO” clone_http” OOO0OQO StartCreating” 000000000

Create Application

What kind of App are you creating?

Application Template*

Q. Search

~ clone_http

http

clone_HTTPS-Service
HTTPS-Load-Balancing-Service

® Clear Seection

Application features are controlled by Templates. Start by selecting one that best fits

clone_http MRl st Creating

services with
properties and
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” Start Creating” OO OOO0OOOOO

No Virtual Servers Configured
Atleast o Server and pool are reqired.

" Protocols & Profiles” 0 EditD 0O OCOOO0OCOOOO0O

Application Service Properties

Protocols & Profileyn  m w w m mwSgcurity Policies iRules

H
v w0 suaT wiRRORING (  m I

]

" Enable TCP Profile” 00000000 "Proxy Buffer High"OOOOOOOOOOOOO

Cancel 00O OOOOOODOOODODO

119 iRule0 000000000

cjRuless 0000000000000 DOO0O0ODOOODOOODODOOOOOOOOOOOOOODOOOOD
ooo

ciRules 100000000000 DOODODOODODOODOOODDOAO https://clouddocs.f5.com/api/irules/

s J0000iRulesO000O0O00O0OHTTPOOOODDOOOO URIpath(/test) 000000000000
OoooooO0O0O00iRile0O0O0O0O0OO

O0000Rule000000000O0O0000O0O0O0RUeODOODO0O0OOO0O0O0O0O0O00O0OO0O0O0OO
ooo

11. DO0O0OO 67


https://clouddocs.f5.com/api/irules/

NextLTMOOOOOOOOO

Protocols & Profiles

Enable HTTPS (Client-Side TLS) ©
Enable Server-side TLS ©®
@ Enable SNATO
@ Enable Auto SNAT ©
Enable FastL4 ©
Enable HTTP2 Profile ®
Enable UDP Profile ®
m Enable TCP Profile ©®

TCP Idle Timeout &

60
Proxy Buffer High @ H
.
65535 H

O Enable Connection Mirroring ©@

iRuled OO

OHTTPOOOOOOOOO URIpath(/test) OO0 0000000000000 000 Rule000000000O0O

iRule 0 O

CM O00000 workspace 0 0O Applications” 0000000

-
/ N BIGIP Next

[
.o Central Manager

1 BIG-IP Next
X Central Manager
@ Home

Welcome

1
| . Applications

: Q@ Your apps, templates and services
|

'

O Security
Dashboards, policies, reports and logs

Infrastructure
€= Manage your BIG-IP Next instances

l +T System
Manage this System's operations

O000000 " iRules” OO0ODOOOOO ™ +Create” OOOOOOOOO
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BIG-IP Next Applications
Central Manager B
4 iRules
Applications
Applications
o X Name Version
My Application Services
Application Templates Example-Route-to-Clien... v2
Example-Route-To-Main... v
_ _@_C_er!ifi_cgte_s_&_KSyf o Example-URL-Redirect vi
1 1
I ! udf_demo_xff vi
1| B iRules 1
[ e e |

®

Last Modified Modified By
39 days ago SYSTEM

39 days ago SYSTEM

39 days ago SYSTEM

39 days ago admin

Applications

0

0

0

0

admin VvV

OO0 iRule0000000ORule0 00000000000 OOOOO

when HTTP_REQUEST {
if { [HTTP::uri] eq "/test"} {
set content "<!doctype html>\n
<head lang=\"en\">\n
<meta charset=\"utf-8\">\n
<title>Test Page</title>\n
</head>\n
<body>\n
<h3>Test Page</h3>\n
<ul>\n

<1li> Virtual server address:

[IP::local_addr] </li>\n

<li> Client IP:port: [IP::client_addr]:[TCP::client_port]l</li>\n

</ul>\n</body>\n</html>"
HTTP: :respond 200 content $content

s J000iRueOOOOOODO

— HTTP Request DO O OO

— URIPath "test" OO OOOO0O0O0DO00O TestPage” O htmlOOOOOO0O0O0O0O0O0O00O0DO 200000

googoo
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Create iRule

Name:
— irule-test

- 000000000000 000 Ruled0000O00O0O0O0" Save OOODOO

oooooooooooon

My Application Services 0 0O OO0 O” HTTP-Service” DOOOOOOO0O

Health Active Alerts
1 Critical @)
Moderate (0 Critical @
2 0 )
Good Warning (0

Unknown 0

+ Add Application === Actions | §7 Hide Filter () 60s Vv

7+ Add Fifter
Health — MName Instance/Locations Security Policies Last Updated
Good 1 None 20 days ago
Good 1 None 19 days aga
Good http-tcp-butfer ~ Draft 0 None 18 days aga
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O0O0DOoOd” Editt 000000000

| 4 Edit :
v __ |
-
iRule O"Edit"0 00 00O00D0OOCOOO
Virtual Servers* Pools*

Virtual Server Name Pool Virtual Port Protocols & Profiles Security Policies IRuIe_s ___________
i 1
HTTP-VS http-pool ~ 80 SNAT MIRRORING  [4 [ : [ :
1 '

“ UseiRules” 00000 Enable 00D Add” OOOOOOOOO

iRules

iRules

Q Use iRules ©®

No iRules

Add

OO0O00” iruletest” 00000000000 00O0O0O” Add” OO0OOO0OOOO
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iRules
Q + Create D clone

Name Version Last Modified Modified By Applications
Example-Route-to-C. v 39 days ago SYSTEM 0
Example-Route-To- v 39 days ago SYSTEM o
Example-URL-Redirect, v 39 days ago SYSTEM 0

- =) PR e M .

I

I

H rule-test vi 1199 minctes ago admin 0
udi_demo_xif vt 39 days ago admin o

Sitems  1selected  Clear Selection &)

1
Cancel &Exit |
1

z
a

D000 "Save" 00O O00OO00O0O" Review & Deploy" 000000000

00 Deploy 0000 "Deploy Changes" 0 0O O00OO0O0O

Deploy
A . Changes have been mad
Deploy-to
For each instance selected for deployment, you must provide the instance or location detais. Summary
HITP-Serice
ER Validate Al Add Instance/Locations \/ -
ar 29, 2024 17:07:16
Modifiea M 29,
® Instance/Location: big1.f5lab.local B Configurs  +++ Actions Template Name http
v \
Viruai Server Virual Address Pool Members Contigure
1
RS 10.1.10.100 itp-poar 2 v “
HITRYS
itp-pool
© see each location
Vituai por a0
HTTPS Gortificates
Gancel

"Yes, Deploy" 000000000

0000000000000 0000000000 WindowsclientooooooQo
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Deploy Application Service?

This action will deploy HTTP-Service to 1 Instance.
Deploy Application services to: 1 Instance

big01.f5lab.local

Are you sure you want to continue?

http://10.1.10.100/test OO0 URLOOOOOOOOOOOO

v

&

G Google (B MyF5 @ httpy//10.1.10.100 @ hitps://10.1.10.100 @) http-abc-company

@ TestPage b @ TestPage

(¢} A\ Notsecure  10.1.10.100/test

Test Page

o Virtual server address: 10.1.10.100
e Client IP:port: 10.1.10.200:49883

@ httg

"TestPage" OO O ODOOO0O0O0OO0OiRuleOO0O0O0O0O0OO0O0OOOCOCODOO

iRuleD0O0O0OOOOOOOO

iRue0 00000000 O0DODOOOODODOOOOO

iRuled OO

Applications >iRules 0000000 O0O” irule-test” OO0OOOODODOO

s @ BIG-IP Next Applications
eee Central Manager iRules
Applications
Q
Applications
Name

My Application Services

Application Templates Example-Route-to...

Example-Route-T...

% Certificates & Keys Example-URL-Re...
p T i
% iRules : irule-test :
| tdemont

Version

v2

vi

vi

11. DO0O0OO
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OoOoODo” v OOOOOODOODODOODODOO" Stage from this version” 0000000

irule-test 1+

v v
>de
O® Show version history
3ingle Edit
rEECEEEEEE T
prop 2 Stage from this version :
i i _
e e s ey
I iRule 1
. 1

P_REQUEST {

0000 vlStaged 0000000000000 0O0OO0OHTMLOOO0O00O00OOOO "Test Page"d O "Test Page
2"O0ooooooo

irule-test v1 Staged v

- X
——— L S S
5 prop © Show version history
. | p—— “Test Page 2"N\LiRET S

Cancel & Exit

0000 " CommitChanges” OO ODOOODOOO

000000000 “ More Commitoptions” 000 000000000000 0OOOOO
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Commit new version?

Commit staged version and include all attached applications.
More Commit options E
'

Continue?

D000 iRue 0000000000000 O0O00O0O0OO0OO0O0OOOO0O *“ Commit without any attached
applications” 0000 Yes,Commit” 000000000

Commit new version?

Commit staged version and include all attached
applications.

Commit and attach all applications that have any version
of this iRule.

' Commit without any attached applications. i

Fewer Commit options

Continue?

Cancel Yes, Commit
irule-test 2o
v o2
v z

2" ELTHERREND | - v © soumsmmmson

@ iRul

2 Stage from this version

go00ooOoooo "v2'00ooooooog

11. DO0O0OO 75
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00 iRuleO OO

OO0DO0O” v2" DiRule0000O0O0O"Properties" 0 0000000000 OOOOOOOODOO "v2"OODO
OO "Attach Applications" 000000000

og* vl”

OOOO0O0OO "Deploy Changes" O OOOO0O0O "Yes, Continue" 000000000

P -

1
irule-test 2 I

PO -

©  Properties
L L L
@ iRule

Cancel & Exit

A1

Name

irule-test

Description

Attached Applications

No Applications

You can only attach applications that are using other versions of this iRule
L L

r —
Attach Applications I

Save

Deploy Changes

00000000 HTTP-Service OO0 O00DOO0OOOOOOOO "Attach" OO OOOODOODO

iRule 00000000 0O0DOOO0OOOOOOOOOODOOOO
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Attach Applications to "irule-test v2"

Application iRule Version
FEE I NS EEEEEEEEEEEEEEEEEEEEEEEESR

Last Modified

4 hours ago

Modified By

admin

]
L]
HTTP-Service v 0
A EE NN EEEE S SN EEEEE NN EEEEEEEEENEEN

SEEEEEE N

[}
L]

-

u Attach

n

L]

irule-test v2 . X
Name
irule-test
S Propertios |
o Description
Attached Applications
i Application in this ist will only attach after you deploy changes.
Applications Provious iRule Version Application Template
HTTP-Sorvico “ o
sssmsEEEn
.
.
Cancel & Ext save m [
Fassssnmnl
nny

LT
irule-tes§ v2 -

Mode “Compare”

L .
= Compare (Diff ) irule-test
Properties L) -
iRule
Cancel & Exit

Deploy?

This will deploy the changes to all applications
attached to this Stage.

Continue?

.
:
[
:

Compare to iRule

e X

w&9d3/(—>a &R

L LLL L]
ersion "

2 Modifed by admin 17
V| aMedted a7 mintes

save Deploy Changes
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00000000000000000000000 WindowsclientoOooooQ
http://10.1.10.100/test 0 0 URLO OO OOODOOODOO

v @ TestPage X @ TestPage2 X  +

<« Cc A\ Not secure  10.1.10.100/test

G Google (B MyFS @ httpy//10.1.10.100 @ https;//10.1.10.100 @ http-abc-company @ https-abc-com
Test Page 2

o Virtual server address: 10.1.10.100
e Client IP:port: 10.1.10.200:49888

"TestPage2" 0000000000 OCOOCOO™W2'Rule00O0O0O0OO0OOOODOOOOOO

iRule00OO0OD0OOOO
iRuleJ0000000OCO00DOOO0OOOOOO0ODOOO0ODOO0OOOOODOOOOODOOO

e vl” OODOOODODO

e vl” 00000000 v OO0O00000
Oo000ooo0o0o0ooooOo0o0oooOo0o0oooOOo0o0oooOO0o0ooOoOOOooooODOoOoOoO " V17

000000000 ” v3" 0000000 000ooooooooooog

vioooooooooooo

O0: 0O0OvliOO0OOO0OOO0ooOoO0o0ooooooooo0oooO0ov3d0oooooooooooooo

“ irule-test” 0" v1” O0OO0ODO Attach Applications” 000000000

OO0” v2r 00000000 HTTP-Service 0 000000 "Apply" Deploy Changes” 000000000

oooO"l"iRuleOOOOOOOOO0OOOOOO

78 0100000



NextLTMOOOOOOOODO

; aEEF
'
L]
. u
irule-tegf 1o = X
.l EEmY
You g an older version of this iRule. Vic\
Name
& Proprien |
. Description
Attached Applications
You s
( Cancal & Exit Deploy Changes
Attach Applications to "irule-test v1" x
JERAREE R
L]
TR -
.l EEEEnmfl
)

v30Ooooooooo

Oikule00OO0OO0OOODOODOOOOOV3IOOOO0O0O0O00000000000000O

OOO” vI” OOOO”" Stage from this version” 0000 ¥

Commit Changes” OO OOOOOOO

’ aEm =
irule-test= v1 © =
u -
.I [N N R

v2

®© Show version history

[]
@ PropgrﬂeglllIlllllllllll.

©  iRule I

rde
-IIIIIIIIIIIIIIIII.
m 2 Stage from this version : Single Edit v

f this iRule. View current version
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” More Commit Option” O 0”7 Commit without any attached applications” OO OO Yes, Commit” OO0 OO
000000000 iRuleO"V3"OOOOOOOOOO

Commit new version?

Commit staged version and include all attached
applications.

Commit and attach all applications that have any version
of this iRule.

@ Commit without any attached applications.

Fewer Commit options

Continue?

irule-test v3

L Yo v fth

vi
e}

"v3 nb“‘[F ma n 5 ® Show version history 3in

9
@ Prop # Stage from this version

@ iRul
1

000000000 v3diRuleOOOOOOOOOMy Application Services 0 0000 O O” HTTP-Service” 00O
oopooooo

Health Active Alerts
Critical @)
2 Moderate (@ 0 Critical (@
Good @ Warning (0

Unknown o

+ Add Application === Actions | §7HideFilter () 60s ™
Y+ Add Fiter

Health Name + Instance/Locations Security Policies Last Updated

| 1
@ Good | HTTP-Senice o None 20 days ago

b e a
@ Good HTTPS-Service 1 None: 19 days ago
@ Good http-tep-buffer  Draft [s] Nonhe: 18 days ago
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O0O0DOoOd” Editt 000000000

iRule O"Edit"00000O00OOODOOO

Virtual Servers* Pools*

Virtual Server Name Pool Virtual Port Protocols & Profiles

HTTP-VS hitp-pool v 80 SNAT  MIRRORING (4

Security Policies

VersionOOOOOOOOOOOOOO" v3» 00000 Save’ Review & Deploy” 000000000000

O O "Deploy Changes", "Yes, Deploy"'0 0000000

iRules

o Use iRules ©
Q

Name Version

=+ Add T4 Remove * .

irule-test

v

® Clear Selection

0000000000000 0000000000 WindowsclientooooooQd
http://10.1.10.100/test OO0 URLOOOOOOOOOOOO
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v S Test Page X D Test Page X +

& c A\ Notsecure  10.1.10.100/test

G Google (B MyF5 @ http/10.110.100 @ https://10.1.10.100 @ http-abc-company @ htty
Test Page

¢ Virtual server address: 10.1.10.100
o Client IP:port: 10.1.10.200:49883

"TestPage" 000000000000 0000O0 iRuleO"™V3"OOOOODO0OO0OO0O00O0OO0OOO

1.1.10 BIG-IP TMOS 0 0O 0O 0O O (Migration Serevice)

Central Manager 0 D OTMOS O OO OOODOO0OO0OOOOOO MigrationService 10000000000 O0OOOOO

BIG-IP TMOS BIG-IP Next

BIG-IP Next
Central Manager

Migration
Service

00 BIG-IPTMOSOOOOO (v12100)00000BIG-IPNextO OO OO

BIG-IPO UCSOCOOODO BIG-IPNextOOO AS300000

J0000C0CO0OOOOOODOOODOOO

J0000C0O00DOOO0OO0OOOOO0OOO0OO0DOCOOO0OOOO0D0O0

0000000 O0DOOOO0ODOOODOOOOODOO
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TMOSOOUOOOOOoOoO (UCS)ooo

OO0: UDFOOCOOOOOOOUCSO0O000000000000000000000000000000000
gboboooooooboooboboboooo

O0ONWOOOOOOO0OOODOD Classic BIG-IP(TMOS) D00 000000 BIG-IPNext#1 000000000
ooooooooon

(O sz rmo517> 1hC
External VLAN Am—

10.1.10.100
(10.1.10.0/24) |
10.1.10.7
10.1.1.7(mgmt.
BIG-IP NEXT#1 (mamt)
big01.f5lab.local Central Manager
cm.f5lab.local
10.1.10.12 10.1.20.7

10.1.1.5

Management/
BIG-IP TMOS
Control Plane HA VLAN
\

- 10.1.1.12(mgmt)
10.1.20.12 ¢ (10.1.1.0/24)

Internal VLAN
(10.1.20.0/24)

___________ Webb—/tvs |
r 10.1.20.200 5
1
| Webs—/ (1 Web5—/t2 !
: 10.1.20.100 10.1.20.101 :

_____________________________________

000 Virtual Server 0 000000000

System> Archives 0 O 0 "big-ip-ucs"0 00000000 UCSOOOOOOOOOOOOOOO
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Partition: [nITY v

|| ONLINE (AcTIVE)
| standalone

Expired Certificate Alert

Local Traffic » Virtual Servers : Virtual Server List
£+ - Virtual ServerList Virtual Address List ~ Statistics
Cg wors ‘ ==
@pus 7‘TMs‘ANlno + Description | + Application | + Destination | + Service Port | + Type ‘Remlui'e?lﬂiﬂonl?lm‘
O @ FASTL4VS 1011051 80 (HTTP)  Performance (Layer4) Edit.. Common
B8 Local Tame O @ IP-FORWARD-VS 1011060 0 (Any) Forwarding (Layer2)  Edit Common
Network Map 0 @  IRULE-REDIRECT-DATAGROUP 10.1.1058 80 (HTTP)  Standard Edit Common
Virtual Servers O @ LTM_POLCY.VS 10.1.1055 80 (HTTP)  Standard Edit... Common
Policies 0O @  SSL-OFFLOADVS 1011053 443 (HTTPS)  Standard Edit.. Common
Profiles O @  SSL-OFFLOAD-VS-80 1011053 80 (HTTP)  Standard Edt.. Common
Ciphers [m] [*) SSL-OFFLOAD-VS-W-PASSWORD 10.1.1061 443 (HTTPS)  Standard Edit Common
iRules 0 @  STANDARD-VS-W-TCP-PROG 10.1.10.52 8080 Standard Edit... Common
Pools 0O @  WAFDOS-PROFILE 1011057 443 (HTTPS) Standard Edi... Common
Nodes O @  WAFVANILLAVS 1011059 443 (HTTPS) Standard Edt... Common
Monitors ]
Traffic Class
Address Translation

bigp1
01092 Te

1 ONLINE (ACTIVE)
| standaione.

Expired Cartificate Alert

System » Archives » New Archive.

General Properties

03 o FloNane
@ DNS Encryption
Private Keys _m
(35 LocalTratfic Version BIGP 15.1.9.1 Build 0.0.5
(£33 Acceleration Fiihed
m—

£ Dovice Management
‘ Shared Objects
Q Security
@ Network
[£%] system

Configuration

File Management
Certificate Management
Disk Management
Software Management
License

Resource Provisioning

Platform

Archives 100000000 UCSOOOOOO0OODOOOODownlcad0O0O0000 PCOOOOODOOOOOO
oooooucSsooooooopoooooo

Central Manager 0 UCS OO OO0 O0O0OO
OO00000O0O00O0oOoOo ucSsOoOoooOOWindowsclient 00 O00O0O0O0O0O0OO0OO0OOOOOOOODOOOOO
OOCOO0OO > Handson Files > Backup UCS > udf-tmos-bigip.ucs

Windowsclient 0 0000000 CMOO0O00000O000O000000OPCOOOOOOOOOOOOOOO
oooood

"Applications" O 0 O O O O My Application Services 0 0 0 OO " + Add Application” OO0 0O0O0OOO0OOO
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| ONLINE (ACTIVE)
| standaione

Expired Certificate Alert

System » Archives
# - | Archive List

63 ons || File Name
& 0 bigpuesues E
Local Traffic

M

(723 Acceleration

System » Archives » big-Ip-ucs.ucs

General Properties
File Name big-ip-ucs.ucs
Version BIG-IP 15.1.9.1 Build 0.0.5
Encrypted No
Date Tue Jan 9 23:32:43 PST 2024
Size 19079 Kilobytes
Archive File Downlo

" New Migration” 0000000

@ BIG-IP Next Applications > Applications
CortTos My Application Services
Applications

& Applications Health

Active Alerts

My Application Services Critical @)
2 Moderate (g o Critical @@
Application Templates ot @ o
Unknown o

& Certificates & Keys

5 iRules ..
Q H H
. + Add Application %+ Actions

W+ AdaFirer rrerre e +
Health Name +  Instance/Locations Security Policies Las
@ Good HTTP-Service 1 None 7
@ Good HTTPS-Service 1 None. 204
© Good http-tcp-buffer - Draft [

None

General Properties 00 O O O Migration Session 00 00 Description 000000 O
Session Name:
— my-1st-migration (0 00 00)

« "Next" OODOOO
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O

Add Application

Create New Application Service

Application Service Name

What kind of Application Service are you creating?
@ standara

From Template

Start Greating

Migrate Application(s)

Migiate a BIG-IP, grfiguration from version 12.1 to BIG-IP Next instance.

New Application Migration

General Properties

Session Name *
General Properties |
1st-migration
Source BIG-IP System
Application Migration Description

Pre Deployment

Deployments

cMOO0O0O0O000O0O0UuUCSOoOoOooooooooo

Source BIG-IP System

ucs file

NN NN RN NN EEEEEEEAEEEEEEEEIEEENEEEEEEANNEEEEEEREEEEEEESEEEEEEEREEE

TTEIYYILTUCSIFIVE
PYIO—=R"

Learn how to generate a UCS file

Master Key

The master key is used to encrypt sensitive data in the config files, such as passwords, from the UCS archive file. Successful migration may not be
i ed bt

pos ¥
by typing the command: f5mku -K

Encrypted UCS Archive

How would you like to group your Application Services? *

(@ Group by IP Addresses (Recommended) &
= G4 Ceriaos Wenaoen wilwatomakeoily € o viUal servers with the same IP address into one Application Servi
Later you will be able to move virtual servers other Application Services and rename Application Services.

Group by Virtual Server

BIG-IP device

ce.

BIG-IP Gentral Manager will group each Virtual Server into it's own Application Service. Later you will be able to move

virtual servers into other Application Services and rename Application Services.

Next

- J0O000DOOOODUCSOODOOOODODOOOO
* Master key O Disable

e “ Group by IP Addresses” 0O OO
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« "Next" OO DOOO

Add Application 000000000

my-1st-migration

Application Migration
@ Ganeral Proprtiss
©  Seurce BIG-F System
Appligation Migration T
Pre Buployment Applications
Doptoyments ssssmszEmEmEm,

.
It laoks liMe you haven't adkded an application yet
" n

00000000 Application0 00000000 O0ODO GroupbyIP Addresses” D00 O0O000OCCOO IPOO

O Port 000000 Application 000 0000000000000

BIG-IP Application Services

> application_2

application 3

AS3 Version
3.45.0
Q =Move v 2 Rename
Application Service / Virtual Servers 1P Address Port Status Security
> application_1 10.1.10.58/32 80 ! None
0 L3 None

Common_SSL-OFFLOAD-VS 10.1.10.53/32 443 [ ] None E
' Common_SSL-OFFLOAD-VS-80 10.1.10.53/32 80 ] None :
> application 4 10.1.1052/32 8080 ) None
> application 5 10.1.10.59/32 443 '
> application_6 10.1.10.61/32 80 [} None
> application 7 10.1.10.56/32 43 i
> application_8 10.1.10.65/32 80 [} None
> application 9 10.1.1061/32 443 () None
> application 10 10.1.10.57/32 443 '

Q Analyze

12 items

11. DO0O0OO
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gbobobooooooooboobobobooooobooogbDoDobDobCooo

ApplicationZB4#RU T Analyze" &0 Uv o Configuration Analyzer

BIG-IP Application Services Configuration Analyzer

AS3 Version Common_IRULE-REDIRECT-DATAGROUP bigip.conf

3.45.0

application_1

Nore
WAF 1 of 1
& ° Nore

WAF 1 of 1
Nore

Nore
WAF 1 of 1

A  BERCH—VIVEEDE D EFMlRBEREZRT

I NextADFTOADEEE: H/R— hSNBRVAT ST MI/\A S+ han, FTORHCEE CHIBR
¢ BIG-IP NextTIIHR— FEhRVEEE

@ Next\DBITHETHE

gobooboogoooboon

ucCSOO0O0O0O00OO0O0D0OO0OO0ODOO0OO0OD0O00O0 NextOOOOOOOOOOOODDOO

POOO0OO” 10.1.10.53/32" 10.1.10.54/32" 10.1.10.55/32” 0O O0O0OOCOOO (@OOOOCOOOOOO
000)0 Application 000 O00"Add"OO0O0O0OOOOO

"Next"' OO0 0000000

“ Shared Objects” (iRuleD0 00 000000)0 "import" D 000000000 CMOOOOOOOO” Deploy”
000000000 Deploy Location 0 "Save as Draft'0 0 0 0 0000000000000 NextOOOOODODO
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BIG-IP Application Services
AS3 Version
3.49.0
Q ZMove v 2 Rename [Q Analyze
Application Service / Virtual... IP Address Port Status Security
> application_1 10.1.10.58/32 443 (] WAF 1 of 1
> application_2 443 o WAF 1 of 1
B > eoplcations 80, 443 (] Naone
> application_4 10.1.10.59/32 0 01 3 None
> application_5 10.1.10.51/32 80 ] None
FETTTTPETETTTrrey
> application_6 = 101105832 . 80 (] None
> application_7 10.1.10.60/32 443 (i ] None
> application_8 10.1.10.52/32 8080 (] None
> application_9 10.1.10.56/32 443 (] WAF 1 of 1
9items  Showing 3of 7selected  Clear Selection

Application Migration
Q Add
Service Name 1P Address iRules Remove
application_2 10.1.10.55/32 0 W
application_3 10.1.10.53/32 1 W
application_6 10.1.10.54/32 0 o
3items
:
.
Back |
-
. -
Fasssnmnmand

oooooooooooon

000 Successful 0 Deploy 00 OO " Finish” 000000000000
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my-1st-migration

Application Services for Pre Deployment

Application Services selected for deployment are listed below. In order to proceed with

@  General Properties deployment, please install any shared objects listed and select a deploy location.

Source BIG-IP System
[4 Bulk Actions

Application Migratien

e Do I Application Service Shared Objects Virtual Deploy Location
Deployments. application_2 Import | 3 1 Save as Draft v
application_3 &, Import | = 2 Save as Draft v
application_6 1 Save as Draft v
3 items
FEETTTEITTTTS
Save & Exit Back Deploy
Fasssnannnat
A 4

Shared Objects

BEEIVYITIEAR—FTS
Objectd X5 —% A HEERH Al HE

Type Name New Name Virtual Servers Import Status
Certificate ssl-offload-vs-no-password Common_SSL_OFFLOAD_VS_443 Not Imported
iRule /Common/redirect_irule Common_SSL_OFFLOAD_VS_80 Not Imported
my-1st-migration
Deployments
Status Application Service Target Instance Completed

©  General Properties

©  Source BIG-IP System @ Successful application_6 Draft a few seconds ago
@  Application Migration @ Successful application_3 Draft afew seconds ago
@ Successful application_2 Draft a few seconds ago

©  Pre Deployment

&  Deployments

Finish

l Save & Exit Back

My Application Services 0 0 0 0 O Draft 0 0 O (instance D0 00O OO O)Application 0000 O OODO0O

gooooOoOooOooooooooOoOoOoOOOODOODODOOOOOOO0O0 TMOS O Virtual Server 0 O O Disable
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Applications > Applications @

el q admin Vv
My Application Services

Health Active Alerts
Critical @)
Moderate (@ 0 Critical o
2 Good e Warning (0

Unknown @

Q

+ Add Application =+ Actions | $/ HideFilter ) 60s W

Y+ Add Fiter
Health Name Last Updated
@ Good application_2 ~ Draft - 0 WAF 4 minutes ago H
@ Good application_3  Draft - 0 None 4 minutes ago E
o @om et B e e s e
@ Good HTTP-service - 1 None aminute ago
o Good HTTPS-Service - 1 None 38 minutes ago

oooo

User admin
Rol —
ONLINE (ACTIVE)
| Standalone
Expired Cortifcate Alort

I LoceiTetnc » Virtuat Sorvers - Vil Sarver List
25 < | Viaal Somer st Vit = Local Taffc » Virtual Sorvers : Virtu
= < Vit Sarver st Vi
Gyons 1 I el [.Dssatoton] . Aoptoton] .Dssinton] . sanios Por .05
e
118 o monvs 1105 TR P o (| =) St + Nomo
) Locai Trame O @ rstevs
118 @ rrorwrovs 1011060 0 (Any) Forwarding (Layer 2)
IPFORWARDVS
Network Map 1 |@  RULEREDRECTDATAGROUP 1011068 BO(HTTP)  Standard 0 =
=} IRULE-REDIRECT-DATAGROUP
Virual Servers 118 j0 umroucrys 1011055  80(HTTP)  Standard °
) Lv_poLicY_vs
Polices 118 jo ssorriomvs 1011053 443 (HTTPS)  Standard 0 e LEiEi
O @ ssLorromvs
Profiles 1|@ @ sstorrlompvsso 1011053 BO(HTTP)  Standard
O @  SSLOFFLOADVS0
Ciphers 1@ |@  sSLOFFLOAD-VS-W-PASSWORD 1011061 443 (HTTPS)  Standard
O @  SSL-OFFLOAD-VS-W-PASSWORD
iRules. '@ |0 smnparDvsw.TCP-PROG 1011052 8080 Standard
O @  STANDARDVSWTCPPROG
Pools. Il@ |0 warposerorLE 1011057  443(HTTPS)  Standard
| O @ wAroosPROFLE
Nodes @ 1o _ wrvaniavs 1011059 443 (HTTPS)  Standard =
WAFAANILLAVS
Moniors [Enad | Dt bote | J
o 1 Enabie ] Disabie Dot
Traffic Class -
Addros Transation

Deploy O O Application D OO OIPOOOOO " 10.1.10.53/32” OODOOOOOO (COOOO "application_1")
0000000000000 00 300 application0 0000 1000000000000 O00O0OCOO

“ Review & Deploy” 000000000
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[T ——
dmin
My Application Services @ aomin

Health Active Alerts
T Gritical @)
Moderate (@) Critical @)
2 Good @ o Warning (@

Unknown @

+ Add Application =+« Actions | §7 Hide Fiter € 80s v

W+ Ada Fiter
Gond 3 Nonw
Gond o [iar
Gont 0 Moo
Good [ [war]
i Nono
ot Drat 3 e
Gond \ i .
Gont 0 o

application_1

00000000000 0000 NextOOOOOOOOOOODODO “ Start Adding' OO D OO0OO
big01.f5lab.ocal 00 OO0 "+ Addto List" DO 0O0O0O0O0O0O

Deploy "application_1"

Deploy to
Summary
Each Instance/Location selected for deployment must include required instance details, which include: virtual servers,
virtual address, pool(s) and your added pool member(s). Name application_1
N Apr 3, 2024
Created 11:23:05 (GMT+9)
........................................................ "
=) : Virtual Server #1
= :
No Instance/Locations = Mame
Start Adding H Common_SSL_OFFLOAD_VS 443

Pools poolt

Virtual Address  10.1.10.53

+ big01.f5lab.local (10.1.1.7) H Certificates 1

Virtual Server #2

® Clear Selection + Add to List E Name

Common_SSL_OFFLOAD_VS_80

Virtual Address  10.1.10.53
iRules 1

| cancel |
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¢ "big01.f5lab.local(10.1.1.7)" 0 O O
e "+ AddtoList" OO OO0

e “ Deploy ODOOOO

Instance/Locations 0 "1"0 000000000001 000000000000O0O0O0O0OOOOOOOOOO

Q

Y+ AddFiter
Health Name

Ferrraraieanes .

@ Good = app
@ Good applicati... ~Draft
@ Good applicati... Draft
@ Good applicati... Draft

+ Add Application

+ Global Resilie... \r Instance/Locations

se«Actions | §/ HideFiter ) 60s v

Security Policies Last Updated

None aminute ago
WAF 42 minutes ago

None 42 minutes ago
WAF 42 minutes ago

OOOO0O0O Application 0 O0O0O0O0O0O0OOOODODO Instance 00 00000000000000000O0O

Health

@ Good

@ View  [4 Edt

11. DO0O0OO

93



NextLTMOOOOOOOOO

1111 NextOOOOOOO HAOOOO

BIG-IP Next 0 0 000 OO0 HA(High Availability) 000 00000000O0000O0CO0OOOOGOOBIG-IP
Next#2 0 Standby 0 000000000

(O sxrmo517> PC

10.1.10.200

External VLAN
(10.1.10.0/24)

Floating
10.1.1.9(mgmt)

_____________________________ _10.1.10.9(externa|)
10.1.20.9(internal)

10.1.10.7 .1.10.

10.1.1.7(mgmt) —

Gl QEA10.1.1.77(HA)

Central Manager

1
10:1.1.8(mgmt)
BIG=IP NEXT#2  [ElnBE::IGL]

[
1

cm.f5lab.local

big01.f5lab.local big02.f5lab.local 10.1.1.5
Management/
10.1.20.7 10.1.30.7 10.1.20.8 10.1.39.8
_________________________________ ' Control Plane HA VLAN
] (10.1.1.0/24)
Internal VLAN Data Plane HA VLAN
(10.1.20.0/24) (10.1.30.0/24)
___________ Webt—/)tvs | Control Plane&Data PlaneT
r 10.1.10.100 1 _
! ) ) i HARY ND—OZBICEE
| Webt—/(1 WebH—/(2 H
| 10.1.20.101 10.1.20.102 \
1

Central Manager 0O OO0 0O#2000

UDF O 0O" BIG-IP Nextinstance 2" 000000000 Ointerface/vVlan/ip 0 0 0000000000000 0OO
ooooooooo

"My Instances"d "+ Add" OO0 O00O0O0O0OO

Infrastructure > Instances
@ admin Vv
My Instances <

Q f 4 Add Eeeactions () 60s v
LA —
Health Name IP Address Mode Version
@ Healthy big01.f5lab.local 10.1.1.7 |-C' Standalone 20.2.0-2.375.1+0.0.27
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NEXTOOOOOO#0IPOOOCCOCOOOO0"Connect"'D 00000000

Add Instance

What is the BIG-IP Next Instance Status?

It doesn't exist yet, | want to create a new one.

Create a New Instance

It's already up and running, | want to add it and start managing it.

10.1.1.8 5443

|

|
|

1
\ i

|
: IP Address / FQDN* Port* y 1 :
|

|
|

|
|

|
1

|

Cancel & Exit Add Instance

¥ Address/FQDN:

- 10.1.1.8

e "Connect" OO0 OO0

NEXTOOOOOOO Credential OO OODODO

Loginto 10.1.1.8

Enter the current username and password

Username ™
Password
( Cancel & Exit
kJsername:
— admin
Password:
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— Welcomel23!

« "Next" OO DOOO

BIG-IPNextCM OO Next D00 O0O0OO0O0O0O00O000O0 Credential 0000 DO AddInstance” 00000000

BEfzA70-)LII>

Management Credentials

Provide a new username and password to manage this instance from BIG-IP Next Central

Manager.
Username *
admin-cm
Password *
* Minimum One Digit « Minimum One Letter
* Minimum 8 Characters « Maximum 64 Characters

Confirm Password "

Cancel & Exit Add Instance

kJsername:
— admin-cm
Password/Confirm Password:
— Welcomel23!

e "Add Instance" O OO 00O

0000000000" Add” 000000 fingerprint 000000 O00O0O0O” Accept” DDDOODODOOO

BIG-IPNext OO OO OO#2(10.1.1.8) 00 00000O0O0O0OOOOO
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Infrastructure > Instances

My Instances

Q

Start Central Management of this Instance?

Adding this instance allows you to manage it from BIG-
IP Next Central Manager. If you continue, you will no
longer be able to manage changes directly from the
instance. Continue?

GContinue Gonnecting?

The authenticity of host can't be established. Do you
want to accept the following fingerprint?

4 870:
0d5510d53803782 )

+ Add

g admin vV

seeActions ) 60s Vv

Health Name IP Address Mode Version
@ Healthy big02.f5lab.local 10.1.1.8 }-Cl Standalone 20.2.0-2.375.1+0.0.27
@ Healthy big01.f5lab.local

10.1.1.7 = Standalone

20.2.0-2.375.1+0.0.27

HAOOOOOOOOOOO

HAOOOOOOOOOoooooo

ooooocooooog

HA Active 00 00O BIG-IPNext OO OO 0O O#1(10.1.1.7) O Mode *

Infrastructure > Instances

My Instances

Health
@ Healthy

@ Healthy

Name

big02.f5lab.local

big01.f5lab.local

+ Add
IP Address Mode
10.1.1.8 e Standalone

le standalone

10.1.1.7

Standalone” 00 00000O00O

Q admin vV

«eeActions G 60s Vv
Version
20.2.0-2.375.1+0.0.27

20.2.0-2.375.1+0.0.27
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0000000 HAOOOOO " EnableHA” O0O0OO0OO0O0OOOO

big01.15lab_local

Properties
HA

Timezone & NTF
DHg
Cenficates

Metworking & Proxy

0000000

Log Management

Health

[e]

O Traffic
O Metwork Interface

O OKView Files
©  Log Avchiva

Q Debug
O License
O Provision

Cancel & Exit

2 | EnableHA

"sann

High Availability

Modea

Standalone
RaEEEEEmEE,

What you'll need...

To creats a BIG-IP Next HA instance, you will nead:

» One additional BIG-IP Next instance managed by BIG-IP Mext Central Manager.
* 5-7 unassigned IP addresses.

= Both BIG-IP Next instances running the same software version.

+ Both BIG-IP Next instances running on the same provider (for example, VE or

VELOS).
& =]
BIGR Hoxt Standalone BIG-IP Next Standalone

Instance 2

Future Active HA Node [

* Must have an active
license

+ Can be running traffic
and applications

= No active traffic or
-applications
» No active license

OO00OD000O0O0D StandbyDOOOOOOOOO

Add HA to big01.f5lab.local

O select HA Nodes
HA VLANS
HA Properties
Traffic VLANS

Summary

Cancel & Exit

HA Nodes

THIS BIG-IP NEXT INSTANCE WILL BECOME THE ACTIVE NODE

Name (Instance hostname)

big01.f5lab.local

Current IP Address equire

10117

SELECT A BIG-IP NEXT INSTANCE TO BE THE STANDBY NODE

Available Standalone Instances @ cquire

an Option v

Q. search
H NN NN NN RN NN NN NN RN N EEN RN RN NN RRREREEREEEEE,
big02.f5lab.local
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Available Standalone Instances:
— big02.fSlab.local

«” Next’” OOODODO

HAD VLANOOO

HA Control Plane VLAN OO OO O 0O O Control Plane VLAN O OO OODOOO " Create VLAN' O0O0OODOO
gooo

Add HA to big01.f5lab.local

(7 Select HA Nodes HA VLANS
C  HAVLANs I
HA Properies Control Plane VLAN" @
Traffic VLANS # = =GhAPES S Qalian.; e
Summary E Create VLAN H
L. ;
Data Plane VLAN® A Interface”
v
Create VLAN

VLANOOOOOOOOODOODOO

Create Control Plane VLAN

Control Planed®Network Interface(&Mgmt-IF
ZEAY D IeHIEEART]

oTage : Network Interface

Name:
— control-plane-vlan

Yag:
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- 3999

«” Done” O0OOO0O

HA Data Plane VLAN O OO OO OODataPlane VLANOOOOOOOO " Create VLAN” 0 000O0O0O0O0OO

Add HA to big01.f5lab.local

@  Select HA Nodes HA VLANS
QO HAVLANs I
HA Properties Control Plane VLAN® @
Traffic VLANS control-plane-vian v
Summan y Create VLAN
Data Plane VLAN" ® Interface

VLANOOOOOOOOOOOO

Create Data Plane VLAN

MName:

— data-plane-vlan
Metwork Interface:

- 13
«” Done” OOOODO

-« J0O00” Next' ODDOOOO
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HA Properties DO OO OO0

Add HA to big01.f5lab.local
RN

Enable Auto Failback
Select HA Nodes

HA VLANSs

. HA Nodes Addresses
HA Properties
Traffic VLANs
Summary
ACTIVE NODE

big01.f5lab.local
Control Plane Address

10.1.1.77/24

Data Plane Primary Address*

10.1.30.7/24

STANDBY NODE

Control Plane Address

10.1.1.88/24

Data Plane Primary Address

10.1.30.8/24

Cancel & Exit ‘

kA Name:
— bigha.fSlab.local
A Management(Floating) IP Address:
- 10.1.1.9
Active Node:
€ontrol Plane Address:
- 10.1.1.77/24
Pata Plane Primary Address:
- 10.1.30.7/24
Standby Node:
€ontrol Plane Address:
- 10.1.1.88/24

Pata Plane Primary Address:

Data Plane Secondary Address G

Data Plane Secondary Address (i
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- 10.1.30.8/24

«” Next” OOODODO

HA O FloatingIPO OO

internal/external 0 0 0 O O Traffic VLAN O floatingipO0 OO OOO0OO0OODOO

"internal-vlan"' 000000000

Add HA to big01.f5lab.local

Traffic VLANs
(4 Select HA Nodes
@ HAVLANs Name
@ HA Properties
external
&  Traffic VLANs I

Summary

Tag Network

11

12

Self IPs used

1A

1 4

“ 4+ 0000000000000 O0 Active/Standby/Floating O IPO 0000000000

Self-IPs

CIDR Address

10.1.20.7/24

CIDR Address

10.1.20.8/24

CIDR Address

10.1.20.9/24

| cancel |

Provide one unique CIDR IP address for the active node, the standby node and for at least one floating IP address.

HA Details

Active Node IP Address

HA Details *

Standby Node IP Address

HA Details

Floating IP Address

SENE
v t @
.t B

©IDR Address , HA Details:

— 10.1.20.7/24 , Active Node IP Address
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- 10.1.20.8/24 , Standby Node IP Address
— 10.1.20.9/24 , Floating IP Address
e” Save” 0ODOO0O

«” Next” O0OO0OO

00000 "external-vlan" OO0 0000000

Add HA to big01.f5lab.local

Traffic VLANs

% Select HA Nodes

Y HAVLANS Tog Network Interface Self IPs used
< HA Properties
1.1 1.1 1
g Traffic VLANs
Summary 12 2 !

“+ 00000000000000Active/Standby/Floating 0 IPO 0000000000

Self-IPs
Provide one unique CIDR IP address for the active node, the standby node and for at least one floating IP address.

CIDR Address - HA Details

10.1.10.7/24 Active Node IP Address Pt o
CIDR Address* HA Details

10.1.10.8/24 Standby Node IP Address + @
CIDR Address HA Details

10.1.10.9/24 Floating IP Address + @

[ cancor | &

©IDR Address , HA Details:
- 10.1.10.7/24 , Active Node IP Address
- 10.1.10.8/24 , Standby Node IP Address
— 10.1.10.9/24 , Floating IP Address

«” Save” OOOOO

11. DO0O0OO 103



NextLTMOOOOOOOOO

" Next” 0OOOO

ooooooo

00000000000 "DeploytoHA"OODOODODOOODODOOOOODO "Yes,Deploy" OO0 O0OOOOO

Add HA to big01.f5lab.local

@ Seloct HA Nodes Summary

@ HAVLANS
Properties

@  HA Properties

@ Traflic VLANs HA Name bigha.f5lab.local
HA Management (Floating) IP Address 10.1.19

©  Summary | Enable Auto Failback Disabled
HA Nodes
Active Node:
Name big01.fslab.local
Control Plane Address 10.1.1.77/24
Data Plane Primary Address 10.1.30.7/24
Data Plane Secondary Address
Standby Node:
Name
Control Plane Address 10.1.1.88/24
Data Plane Primary Address 10.1.30.8724
Data Plane Secondary Address
HA VLANsS
2 Configured View
Traffic VLANs
2 Configured View

Cancel & Exit & Back Deploy to HA

O000O0OMylInstances 00000 HAOODOOOOOOOOODOOOO Moded HAOOOOOOOOOHA
ooooooooocoooo

Infrastructure > Instances
Q admin v
My Instances o

Q + Add  eseActions G 60s Vv
Health Name 1P Address Mode Version
@ Healthy bigha.f5lab.local 10.1.1.9 kg HA 20.2.0-2.375.1+0.0.48 }
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bigha.f5lab.local

Pragertias
HA

Timezone & NTP
ous

Certificates

Networking & Proxy

0o 00000

Lag Managemant

O Health
O Tt
O Network Interface.

© aKviow Fies
O Legarhie
Q Desug

Q  Licenss

Q  Prasion

st

High Availability
Mode
=11

HA Management [Floating) IP Address

0119
HA Instance Upgrade

By default, an upgrade starts with the standty node of a EIG-IP Mext HA instance. After the standby node is
upgraded, it becomes the active node and the previous'y active nade is autamatically upgraded. I you want to
manually failover 1o upgrads the pear node, disabls the Enable automatic failover option bafore slicking
Upgrade, Tip: To upratie the activa noda first, click Force Failover 1o make it the standby node

@D =eve automatic failover

HA Nodes o
Hesthy &
Active Node
Management Address 10117
10117724
10.1.30.7/24
202.0-2.575.140.0.43
Hesithy @&

10118
10.1.1.88724
10.1.30.824

202.0-2375.140.043

1112 BIG-IPNext 0 000000000000 &O OO0

BIG-IPNext OO OOOOO0O0OO0OO0O0OOOO0OO0OOOCMOOO0O00O0O0O0O0OO

NextOOOOOOOOOOOOO

CMO MyInstances D00 O000000000D0O0DOO0OCDOOO0O000000O0O" Actions” O000O0O0O” Back

UP & Schedule”

ooooogooon

Infrastructure > Instances

My Instances

Q
B e

E Q Healthy

bigha.f5lab.local 10.1.1.9

g admin v

IP Address

Back Up & Schedule

D Create QKView

Eb License

11. DO0O0OO
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Backup Credentials 0 00000000000 Password DO OO OO0

Back Up Instances

Instances
O step 1:P I
O stop 2: Schedul Backup file storage is limited! on BIG-IP Next Central Manager.
O Summary
ame 4+ Backy p Filo Namo
bighaf:
% Backup Credentials
+ Provide a password to encrypt this backup.
I Encryption Password "
Cancel & Exit BackUpNov | [

Encryption Password/Confirm Password:
— backup123

e “ Schedule Backup —»” 0O0OO0O

Schedule Properties 0 OO0 0OOOOCMDO GUIODOOOODO Onetime 000000000 O0OOOCOOOOO
gooooooooooooooo@ouoo)yoooooooooooOoOoOoOOOOOOO0OO0O0O0O0DOO0OO
oooooooo

Frequency:

— Daily
Start:

- (00DoOOSO00o0OoU0Dooooooon)
End:

- Endon: (0DODDDOOODODOO)

«“ Next—" 0OO0OO
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Back Up Instances

Schedule Properties

O Step 1: Properties

O Step 2: Schedule | Frequency "

O Ssummary
Daily ~
Name*

Sch-instance-backup-daily-34389

Start

Date and Time Time zone
Apr 8 2024, 4:25 PM B ARy

End

Noenddate (@ Endon:
Date and Time Time zone

Apr 9 2025, 12:00 AM BARER

| cancel & Exit € Back

000000000000 “ Save Schedule” 000000000

Back Up Instances

O Step 1: Properties Task
O Step 2: Schedule
O Summary | Action Greate a backup file
Object kind BIG-IP Next Instance
Instance(s) 1 bigha.fSlab.local
Encryption Password set
Schedule
Name Sch-instance-backup-daily-34389
Frequency Daily
Start Date & Time Apr 08 2024 16:25 undefined
End Date & Time Apr 09 2025 00:00 undsfined

Cancel & Exit € Back Save Schedule

Backup & Restore 0 0 0 “ View Schedules” 000000000000 O000O0O0O0O0OO0O0O0OOO0O0O0OOOO
oobooooooooobooobooooooooobooooooooon
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R soenen M o (s
® e Back Up & Restore
Infrastructure

8 Instances

My Instances

Back Up & Restore

© Providers You

Backup Files
Q

Status

© ok

NextOOOOOQOOOOOO

Backup & Restore 0000 0000000000000 000O0O0OOO " Restore”

Infrastructure > Instances

Back Up & Restore

Backup Files

Q
Status
@ ok

@  amnv
Schedules
o
No Backup Files s o st Nesthun ey
© rie  SchnsmcsbeckpdahTm 1 sz a0 oy
AT T1—-)VARERBID &,

INYIOFPYTI7LIVHRRENDS

Name nstance

061096206282 4815-3795-16003800c206...  bigha abiocal

Name

66109c24-6282-4815-a795-6{03800d206..

&, Restore

© View Schedes

Createa .

for8, 2024 162522 (GMTs)

g admin Vv

@ View Schedules

Instance Created +

bigha.f5lab.local Apr 8, 2024 16:25:22 (GMT+9)

ooooooooon

OO000OC0OC0O0O0OO0O0OO00O0oOOoooooOoOOOoOOOOOO Encryption Password 00O O Yes, Restore”

ooooooooon

Restore Backup?

Encryption Password:

— backup123

You are about to restore the following backup file,
which will replace the instance's current configuration
data with the backup file's data. Restoration can take
several minutes, during which time the instance may
become unavailable.

* 66f09c2d-6282-4815-a795-f6f03800d2d6.2024-
04-08.07-25-00.backup.tar.gz

Encryption Password* Required

Continue?
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My Instance 0 000000000000 DDOO0O0O00O0OO00ORestore 0000000000O0O0O” Restore in
progress” DO UODOOOOO0OOOOOO

Infrastructure > Instances
Q admin vV
My Instances E

+ Add  -e-Actions ) 60s V

Health Name IP Address Mode Version
20.2.0-2.375.1+0.0.43
) Restore in progress...

@ Healthy bighaf5lab.local 10.1.19 kg HA

1.1.13 Central Manager 0 0 0 000 0&O OO0

cMOOO0ooOoOOoO0ooOoOo0ooOoooooooCcMUOOOOO00O0&OOOOO0OOOO0O CLIOOOOO
ooooo

© 00 URL

— https://clouddocs.f5.com/bigip-next/latest/use_cm/cm_backup-restore.html

Central Manager 0000000

CLIDOCOOOOOOOOOOOOOOOUDFO ACCESSOO"CONSOLE'DODOOOocMOOOoOoooOooon

CLIODOOOO BackupOOQOQoonoQd

/opt/cm-bundle/cm backup

Encryption password: backupl23

Reenter encryption password: backupl23
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Documentation  Deployment

P Your Deployment
F5 Products

> BIG-IP Next instance 1

BIG-IP-Next-20.2.0-2.375.1+0.0.27.qcow2

ACCESS DETAILS

> BIG-IP Central Manager

BIG-IP-Next-CentralManager-20.2.0-0.5.23.qcow
ACCESS DETAILS

CONSOLE
> BIG-IP Next instan

BIG-IP-Next-20.2.0-2.375.1+(
SSH

Webshell  [ETAILS

Ubuntu 22.04.3 LTS central-manager ttyl

IPu4 addr 10.1.1.5
IPu6 addres: 'eB0: :5054:ff:feB0:eble

central-manager login: admin

-> setup

I
+

..central-manager
20.0.2

App Version
BuildDate:

K8s Platforn:

adnin@central-nanager :”$

goboobbooboobooobooboobbooboobboon

info: Backup bundle created at /opt/cm-backup/backup.20240122-061327.tgz.enc
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adnin@central-manager:~$ sopt/cn-bundle/cm backup

reated
tar: removing lea
var/run/vault-init
var/run/vault-init/linkerd.cse
var/run/vault-init/link
var/run/vault-inits
ult-initvault-client-internediate—ca.c
it/unsealkey
/ca.crt

runsvault-init/1i
var/runsvault-init,ingr ernediate-ca.csr
var/runsvaul t-init/1inkerd-uebhook
ult-init/linkerd-webhook.crt
9+00:00 Vault backup succe
)+00:00 Backing up Postg

Postgre:

Loki ha
cking uy
Loki backup suc

4:45+00:00 Loki he arted.
5400 :00 Perforning Prometheus backup..
cometheus database snapshot.
napshot
Prometh atabe psho 2 94b84023cH0bfS6
hot locally..
apshot in the

43+00:00
43+00:00
5:19:01+00:00 ypting backup bund
:19:01+00:00 Backup bundle created at /opt/cm-backup/backup.20240122-061327 . tgz

Central Manager 0 00 0O

O0o0o0O0ooOOooOooooO cludoDdboDdoooOooOU0ooU0O0OoDUODoDoU0ooOO0OO0OO0ODODOdOsecure
location(/opt/cm-backup/) 00 0 000000000 O0OOOOOOO

o
cp /opt/cm-backup/backup.20240122-061327.tgz.enc /home/admin

admin@central-manager:~§ ls /homesadmin
Iln-configmap.yanl setup.txt

admin@central-manager:~$ cp sopt/cm-backup/backup.20240122-061327.tgz.enc homesadmin
admin@central-manager:~§ ls /homesadmin
backup .20240122-061327 .tgz.enc llm-configmap.yaml setup.txt

goooooooocMOO0O0O0O0000000000My Applications O 0O O"application_1"O00000000OO
OO00O0OCO0OO00O0O0O000O000O0000d ActionsOO"Delete"0 D0 O0O0OoOoOod

cMOOOOOOOO0O0OOOOOO0O0O0O0OO0OmMOoOoO0O0oooOooOoOOoOoO00O0O0ooOoOOoO0O0O00ooOooDOoO0b000n
oooo

cLicooooooooooooooooooooooooooo
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Q pesnneanes
4+ Add Application
Y + AddFitter H 2
H H
2 Deploy/Undeploy =
Health Name + Instance/Locations < dLast Updated
[ H
@ Good application_1 1 H E Dl 7 days ago
L — H
@ Good application_2 1 None 7 days ago application_1h'UX bh5
== - =
@ Good application_4 1 None 7 days ago ﬂza — t&mg
@ Good appl Q
i eee Act ide Fil v
@ Good i + Add Application ctions | ?Hlde ilter G 60s
Y+ AddFiter
@ Good HTT|
Health Name + Instance/Locations Security Policies Last Updated
@ Good irule]
@ Good application_2 1 None 7 days ago
@ Good application_4 1 None 7 days ago
@ Good application_7 1 None 7 days ago
@ Good HTTP-Service 1 None 7 days ago
@ Good HTTPS-Service 1 None 7 days ago
@ Good irule_demo_app 1 None 2 months ago
@ Good juice_shop_app 1 WAF 2 months ago

/opt/cm-bundle/cm restore /home/admin/backup.<0000000000O>.tgz.enc

ooooooooooobooooooon

info: Restore completed successfully.

OooCMUODOO0OO0O0O0ODOCMO My Applications 0 0000000000000 00O000OO00OOOO0OOO
ooooooobOooobooobooooboooooon

Health Name + Instance/Locations Security Policies Last Updated
@ Good application_1 1 None 7 days ago
..... Q éow..;p;‘mam:’z....]....Ncne......ways.ago..
@ Good application_4 1 None 7 days ago
@ Good application_7 1 None 7 days ago
@ Good HTTP-Service 1 None 7 days ago
@ Good HTTPS-Service 1 None 7 days ago
@ Good irule_demo_app 1 None 2 months ago
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1114 0000000000

OO0OC0COO00000000BIG-IPNextOOOOOO0O0 SSHOOOOOOOOOOOOOOOOOOOOOO0O
OO00000O000000000000000UOoO0UgOBIG-IPNext D OO ODOOOoO SSHOOOOoooo
coooSSHOOOOOOODOOOOOOOOOOOOOOOOOOOOOOOOOOobOo

BIG-IPNext OO OOOO0O0O0OO0O0O00O0OO0O0O00O0OO0O0O00O0OO00O00O0OO00DOO0OO00OO0OO00ODOOO
ooobooooboooobooooooooooooono

O0O0O0OC0OCOO0O0O00D0OO0OO0OBIG-IP Next Central Manager 0 GUID O OO Next OO OOOOOO APIDOO
0000000000000 00000000O000DDOO0OBIG-IP Next Central Manager GUIO OO O OO
oo0oooooOoooooooooooooo

O00000000000000000 (Central Manager GUI)

gbobooooooboboboboooooooooDo
0000000 SSHOODOOOO
OO00OQ0O0O00OOoOoOoSSHOOOOOoOoooooooooo (O: ~/ssh/id_rsa.pub)0 0 OSOOOOOOOOOO

OO000000000D000000DO0O0OOOodhttps://clouddocs.f5.com/bigip-next/latest/support/debug_
utility.html#retrieve-client-ssh-public-key

O0O: FSUDFODOO Windows 10Client 00 SSHOODOOOOOOOOODODOOOOOOOOOODOOOODODO
OO0O0Ossh-keygen 00O 0O (PowerShel) 0 SSHOOOOOOOOOOOOO

BIG-IP Central Manager 0 000000000000

Myinstances 00000000000 OCOOOO BIG-IPNextOOOOOOOOOOODOO

...........

“bigipnext1.example.com"&Z Uy
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“ Debug” 00000 Proceed” 000000000

Debug this BIG-IP Next Instance

What you will need.

0000000000000 SSHOOOOooooooo"Start Debug Session"0 00000000

Debug this BIG-IP Next Instance

sshammern L

ZYWBAN®, "Start Debug Session"&J Uy

Central Manager GUIO OO O OO SSHOOOOOOOOOODOOODOOOOOOOO

Debug this BIG-IP Next Instance

SSH Public Key

TRESNEIYURE
H—ZFIWYIFTRIT

ssh admin@10.1.1.7 -p 2222

Copy the SSH string and paste it into your command-line tool to begin debugging.
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NextOOOOOOO SSHOOOOOOODODOOOODODOO

:$ ssh admin@l0.1.1.7 —-p 2222
The authenticity of host '[10.1.1.7]:2222 ([10.1.1.7]:2222)' can't be established.
ECDSA key fingerprint is SHA256:2z8hRU4dyrx3g7GRIK62vZWRI+WKOPJp22K02Muiqgjs.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '[10.1.1.7]:2222' (ECDSA) to the list of known hosts.
Warning: Permanently added '[100.76.0.60]:2222' (ECDSA) to the list of known hosts.

e e ek ek ek de e de e ke de ke de dede de ke de e dedede de ke de ke dedede de ke ek ke ke
* *
* Welcome to BIG-IP Next Debug Console =*
* *
e e ek ek ek de e de e ke de ke de dede de ke de e dedede de ke de ke dedede de ke ek ke ke

Y |

000000000000 NextOOOOOOOOOOOOOODOOOOOOOOOOOOOOOOOOOOO
ooooocooo

https://clouddocs.fS.com/bigip-next/latest/support/debug_utility. html#f5-custom-tools

gobooboogooboon

Central Manager GUI 00 O "Stop Debug Session"0 D 0000000

Session Active Stop Debug Session

ooooooooooobooobooooooooon

/Connection to 10.1.1.7 closed by remote host.
Connection to 10.1.1.7 closed.

4 —=7F)LDDebug SessionH'#&T
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1.1.15 QKView O 0 OO0 ooooooO

QKVview OO OBIG-IPO 0000000000000 O0000O000000000000000O0O0O F5 Support
coboooobOoooobOOooobobOOoOoOoOobOOoOoOoOoobOOoOoOoOobObOOoobOOOoOoOobObOOoboDbDOOobao
iHealth OO0 O000O000O00O0O0O0O0O0OOOOOOOOOODOOODOOOOOOOOOOOOODOOOO

QKView O O O

OO0 000ClientID O Secret 00O (iHealth)

iHealth 00O OO0O0O0000O ClientIDO Secret 0000000000000

iHealthOOOOOOOOOO” Settings” 000000 O0ODO

Impersonate  Settings What'snew? Feedback About F5Home iHealth Home

" Generate New Credentials” O O0OO0O00000OO

Settings

Account Profile

Account Profile Page Manage Global Account Settings
User Settings
Landing Page

Files Landing Directory Narflog v

Preferred Timezone

--None-- v

Run experimental features

a0

Show Sample QKView

Expand Command Tree On
Initial Load

@]

Show System Reboots On
Graphs

Hide the Page Guide 0 "Generate New Credentials"%&
oUvY

API Token ©

Current Client ID

The current Client ID and
Secret expire on:

Generate New Credentials Delete Credentials
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00000 ClientIDO ClientSecret D OO0 OO00O

Client Credentials

Request
to

obtain

the curl...

access
token:

Please safely store your Client ID and Client Secret. Your Client Secret will only be displayed this once; if you
lose it, you will need to generate new credentials. For more information, please refer to the iHealth API token
service support page.

QKView O OO QOO

My instances 0 0 0 Qkview D 0000 BIG-IPNext 0000000000000

Infrastructure > Instances X
@ admin v
My Instances
Q 4+ Add  eesActions G 60s Vv
Health Name 1P Address Mode Version
............. :
@ Healhy ! bigipnextt.example.com_1 10117 fo Standaione 20.0.1-2.139.10:0.0.136
@ Healthy bigipnext2.example.com 10118 fo standaone 20.0.1-2.130.10+:0.0.136

ST B ORISR RIVY Y

“ QKView Files” 0O 0O0OO StartCreating” 000000000
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bigipnext1.example.com

QKView Files
O  Propert
O HA
O Timezone &NTP
O DONs
o cen . N
o e “QKView Files"Z&IR
o

o

O Network iter No QKView Files
---------------
1 1
[N e r—)

]

'~ @ ~ gaive

O Debug

“Start Creating”&oUwv %

iHealthOOOOO ClientIDOOO Secret DO OO OSubmit00O0O0O0O0DO0OO

iHealth T&RE U/=Client ID
BLUSecretz AN

Enter iHealth Client Id and Client Secret

___________________________________________________________________________________

ClientId* @

Secret” ® Required

Expiry Date

Submit

Save Credentials

AN, “Submit"&IVUYT

QKViewODOOOODOOOOD Generate” OO0O0O0O0OOOO

QKView 0O OOOOOO” Initiated” — “ Generating” — “ Uploading” 00 O00O0O0O0OO” Completed”
oooooooooooo

118 0100000



NextLTMOOOOOOOODO

Generate QKView file for "bigipnext1.example.com”

iHealth Account

Client Id
® Reset
@ Authenticated
Properties
QKView File Name * Required
test_gkview|

F5 Support Case Number

Number

Generate

QKView Files

Q + Create b, Download  Tif Delete ) 20s v
Status QKView File Name * Created
9 Completed test_gkview[#' Nov 20, 2023 14:17:02 (GMT+9)

iHealthO O O

iHeath OO O O0O0OOQkview O OO ODOODOOOOOOOOOOOOOOOOOODO

Uloads  Comparisons  Shaed  Hidden  Fecent  Reports

£ Upload | B2 Compare | [Hde | SetSupporiCase | tERunReport | 8] Exoont | @ Log Seach © Take the Reporting Tour

4 FsSupportCase (SR) 4 Descripion

13910100136 200.1-2.139.10400.135. EE: 2t 3 7001 2022.0920.49000
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